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© Komnanusa "Kop Be3sonacHoctu", 2024. Bce npaBa 3awMuieHbl.
Bce aBTOpCKME NpaBa Ha 3KCMyaTaUMOHHYO AOKYMEHTaLMIO 3aLLMLLEeHbI.

DTOT AOKYMEHT BXOAWUT B KOMIMJIEKT NOCTaBKU nagenmsa. Ha Hero pacnpocTpaHsaloTcs BCe YCI0BUA
NIMUEH3MOHHOro cornawennsa. bes crneumanbHOro NMUCbMEHHOrO paspelleHnUs KOMMNaHum "Koa
BesonacHocTn" aToT AOKYMEHT UN €ro 4aCtb B Nn€4aTHOM UM SNNEKTPOHHOM BUAE HE MOTYT 6bITb
noABEPrHYTbl KOMMPOBAHUIO U Nepeagayvye TpeTbUM inbam C KOMMepHECKOVI LenNbHo.

MHdopMaumsa, cogepxalwascs B 3TOM AOKYMEHTE, MOXeET 6biTb M3MeHeHa pa3paboTumkom 6e3
cneunanbHOro yBeAOMJIEHUS, UYTO He SIBASETCS HapyleHMeM 0653aTeNnbCTB MO OTHOLIEHMUIO K
MoJsib30BaTesIto Co CTOPOHbI koMmnaHuu "Kog besonacHoctn".

MouTtoBbin agpec: |115127, Poccus, MockBa, a/s 66
000 "Koa BesonacHoctun"

TenedoH: |8 495 982-30-20
E-mail: |info@securitycode.ru
Web: | https://www.securitycode.ru
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Cnuncok cokpawieHunm

AMKLW

AnnapaTHO-NporpaMMHbI KOMMNIEKC WndpoBaHNS

BA

Bbasa gaHHbIX

KK

Kpuntorpaduyeckunii kommyTtaTop (KpUNTOKOMMYTaTop)

Kl

KpunTtorpadwnyeckmin wnto3 (KpUNToLLO3)

N1BC

JNlokanbHas BbluMCAUTENbHANA CeTb

HCA

HecaHKUMOHMPOBaHHbIN AOCTYN

OC

OnepaumnoHHas cncteMa

no

MporpaMmmMHoe obecneueHne

ny

Mporpamma ynpasneHus

PM

Pabouee mecTo

lyc

LleHTp ynpaBneHus ceTbio

ICMP

Internet Control Message Protocol

IP

Internet Protocol

MTU

Maximum Transmission Unit

NAT

Network Address Translation

TCP

Transmission Control Protocol

ubDP

User Datagram Protocol

usB

Universal Serial Bus

VPN

Virtual Private Network
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BBeneHue

JOKyMeHT npeAaHasHadeH Ansa agMUHUCTpaTopoB u3genusa " AnnapaTHO- Npo-
rPaMMHbIN KOMMNeKC wudposaHus "KoHTUHeHT". Bepcusa 3.9" (aanee — komnnekc,
AMNKW "KoHTuHeHT"). B HeMm cogepxaTtcsa obwume cBegeHns O MNpuHUMNAxX Mo-
CTpoeHus n nopsiake HacTporkn VPN "KOHTMHEHT".

CalT B MHTepHeTe. VMHdopmaums o npoayktax komnaHum "Kop BesonacHoctun"
npeactasBfieHa Ha canTe https://www.securitycode.ru.

Cnyx6a TexHnueckou noapaep>kku. CBsA3aTbCA CO CNy>XO60M TeXHUYeCKon noa-
[epXKu MoxHO no TenedoHy 8 800 505-30-20 wmam no 3NEKTPOHHOM Mno4Te
support@securitycode.ru.

YyebHble Kypcbl. OCBOMTb annapaTtHble M nporpaMMHble NMPOAYKTbl KOMMaHUK
"Kog  Be3onacHocTu" MOXHO B  aBTOPM30BaHHbIX  YYEOHbIX  LEHTpax.
Cnucok y4yebHbIX LEHTPOB W YyC/loBUS 0Oy4YeHUss MNpeacTaBfieHbl Ha caiTe
KoMnaHuuM https://www.securitycode.ru. CBsi3aTbCs C NpeACTaBUTENEM KOMMaHUM
no BOMPOCaM OpraHuMsaumnm obydyeHMsl MOXHO MO  3NEKTPOHHOM  nouTe
education@securitycode.ru.

Bepcnsa — 3.9.3 ot 14.02.2024.
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[naBa 1
MpuHuunebl noctpoeHnsa VPN

KomnoHeHTb!I VPN

B AMKLW "KoHTuHeHT" ana noctpoeHuss ceteir VPN wucnonb3ytotcs cneaywouwme
KOMMOHEHTbI:

e kpuntowsno3bl (L3VPN);

e kpuntokommyTaTopbl (L2VPN);

e LYC;

e nporpamma ynpasnenus LIYC (nanee — nporpamMmma ynpasneHus).

Kpuntownto3

KpunTownw3 — nporpaMMHOEe CpeAcTBO, NpeaBapuTesibHO YCTaHaB/IMBaeMoe Ha
CneuvanmManpoBaHHY0 annapaTHyl niathopMy C apXuTekTypoh x64 w npen-
Ha3Ha4yeHHoe A4S BbIMONIHEHUS crieayoWwmnx gyHkuumn B cetsx L3VPN:

e OpraHusauMs 3aWMLEHHbIX KaHa/loB Ha CETEeBOM YpPOBHE C 3afaHHOW ToO-
rnosiorven;

e obecneyeHune nepenayn aHHbIX HA KaHa/IbHOM U CETEBOM YPOBHE;

e  TpaHCNAUUS CETEBbIX aAPECOB;

e nakeTHas punbTpauus;

e peruncrtpaumns cobbiTnii 6e3o0nacHOCTH, ynpaBaeHUst U CUCTEMHbIX COBbITUNA.

Kpuntorpadmyeckuit kommyTaTop

Kpuntorpaduyecknii kommyTaTop npeacTtasnser coboli nporpaMMHOE CpeacTBo,
npeaBapuTeNbHO yCTaHaBIMBaEMOE Ha Cneuvann3upoBaHHYlO annapaTtHylo nnar-
dopMy C apxuTekTypoi x64.

KpunTtorpaduueckuit komMyTaTop obecnedymBaeT 3alumiLeHHYo nepegady Ethernet-
kagpoB (L2) uepe3 ceTu o6LWero nosib30BaHUS MeXAy TeppuTOpuanbHO pas-
[eNeHHbIMM CErMEeHTaMMN CETU NPeanpUsTUS C UCMO/b30BaHMEM WndpoBaHHbIX (L3)

VPN-TyHHenen "KoHTuHeHT" (L2VPN).

LieHTp ynpaBneHus ceTbio

LUYC — nporpaMMHOe cCpeacTBO, MNpeAHasHayeHHOe ANs HACTPOMKM W LeH-
Tpann3oBaHHOro ynpasneHus paboTol ceTeBbiX YCTPOWCTB KOMMJEKca, y4acT-
Byowmnx B pabote VPN. B dyHkumm LYC BXOAWUT Takxke KOHTPOAb paboTbl
COCTOSIHUS CETEBbIX YCTPOWCTB, BK/IOYAs nepegavyy HeobXoAMMbIX CBEAEHUN B CU-
cTeMy MoHuUTOpUHra n ayanta AMNKLL "KoHTUHeHT".

LLYC ycTtaHaBnmBatoT Ha oAMH 13 KpunTowsito30B cetn VPN. lNMpu 3TOM BO3MOXHbI ABa
BapuaHTa pacnonoxenus LIYC:

e LYC ycraHaBnusatoT Ha KLU, 3awmaiolnii NoKanbHy BbIYNCIIUTENBbHYIO CETb
W UrpatoLLMin posb LWIS03A.

AMNKL "KoHTMHeHT". Bepcus 3.9 6
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e LYCycraHasnusatoT Ha KLU, pacnonioxeHHbIi BHYTPU 3aLimLLaeMon ceTu.
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BTopoli BapuaHT sBAsieTcsa npeanodTuTesNbHbIM, Tak Kak cHuMaeT ¢ KLU, pa-
6oTatoLlero Kak LWk3, Harpy3Ky, CBA3aHHY0 C BbiNOSIHEHMEM dyHKUm LIYC.

LYC umeeT B cBOoeM cocTaBe 6asy AaHHbIX, B KOTOPOW XPaHATCS BCE HACTPOMKMK
AMNKL "KoHTMHEHT", B TOM 4uucne Hactporikn VPN. B 3Ty e 6asy paHHbIX no-
CTynatoT CBeAEHUS O COCTOSIHUM KPUMTOLLJIH030B.

Mporpamma ynpasnenus LIYC

MporpamMma ynpasneHus LIYC — nporpaMma, ycTaHaBnnBaemasi Ha pabouyeM MecTe
aAMMHUCTpaTopa KOMM/EeKca W npeAHa3HauyeHHas Ans LeHTPaJM30BaHHOM Ha-

cTponiku cetn VPN 1 MeXxceTeBOro aKkpaHa.
Kak npasuno, paboyee m™MecTo agMMHWUCTpaTOpa pacrnofaraeTtcsd B CeTw,

wuweHHon KL c LYyC.

AMNKL "KoHTMHeHT". Bepcus 3.9
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JawMHaeman NoOKanbHan ceTh
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Pabouee mecto
agmMHHMCTpaTopa

B nporpamme ynpaBneHus agMMHUCTPaToOpPOM 3a4al0TCs M HAaCTpaMBaloTCsa BCe ane-
MeHTbl co3gaBaemon cetn VPN mn cBsizm Mexay HuMK. HacTpoikm xpaHaTtcsa B 6ase
DaHHbIX LIYC.

lMporpaMMy yrnpaBneHusa ycTaHaB/AUBAIOT Mpu BBOAE KOMIMJIEKCA B 3KCryaTaunto rno-
cne nHnumanmsaumm LYC.

Ons paboTbl ¢ NnporpamMMoin ynpassieHus HeobxoanMo npeabsBuTb naeHTUuduKaTop
aAMUHUCTpaTopa.

O6bekTbI LUYC

[ns noCTpoeHMs MapLpyTOB WU COCTaB/ieHUs npaBun dunbTpauum, AENCTBYOWNX B
pamkax VPN, uncnonb3ytoTcs 3neMeHTbl, Ha3biBaeMble obbekTtamm LYC. Takumm
obbekTamMn ABNAOTCA:

e ceTeBble 06BbEKTBI U FPYNMbl CETEBbIX 06bEKTOB;
®  CepBWuCHl;
® BpEMEHHble UHTepBabl.

CeTeBOl 06BEKT — I0rMYECKUM INEMEHT, MAEHTUDULMPYIOLWMIA Kakori-Nnnmbo 13 ane-
MEHTOB JIOKaNibHOM CeTM, @ UMEHHO: XOCT (paboyasa cTaHumsa), NOACETb, AManasoH
aapecoB. CeTeBble 06bEKTbI MCMOMb3YOTCSA NPU NOCTPOEHUN MapPLUPYTOB, a TaKXe B
npasunax @GuabTpauMm W TPaHCASUMW ANS OnpefesieHUs OTNpaBuUTens WUAM Mno-
nydartena IP-nakeTos.

CepBUC — NOrMYECKNIA INEMEHT, MAEHTUNUNPYIOWMIA Kakon-Nnmbo 13 wabnoHoB xa-
paKTEPUCTUK COEAMHEHWI B IOKANIbHOM ceTu. Mcnonb3yeTcs B npasBunax dunbTpa-
UMW 1M TpaHCAsSuMM Ans onpejeneHus xapaktepuctuk IP-nakeToB, K KOTOPbIM
cnenyeTt NpuMMeHsTb npasuao. K aTuM xapaktepuctukam oTHocsTcsa npotokon (TCP,
UDP, ICMP nnu HoMep npoTokosia), Anana3oHbl MOPTOB OTNpPaBUTENS M NonyyaTtens
(ans TCP n UDP), Tun n koa ICMP-coobLieHus.

BpemMeHHOI uHTepBan — pacnucaHue Wan MHTepBan BPEMEHU, B TEUEHNE KOTOPOro
[OJKHO AeliCTBOBaTb NpaBuio GpuabTpaLmm Unm TpaHCAsUnm.

Co3paHue ob6bekToB LIYC 1 HacTpoliKy MX NapaMeTpOB BbIMOSIHAET MMaBHbIA agMun-
HUCTpaTOp KOMMNJeKca B NnporpaMme ynpasneHums LIYC.

Bonee nogpobHble cBeaeHms 06 obvekTax LIYC npusoastcs B [4].

MexceTeBOM 3KpaH
B AMKLU "KOHTUHEHT" KpUMTOLWIO3bl MOMUMO (PYHKLUA WN(PPOBAHMS BbINMOAHSOT
(PYHKLUMN MEXCETEBOr0 3KPaHNPOBaHUS.
Monutnka mexceTeBoro akpaHMposaHus B VPN onuceliBaerT:
e unHTepdelicbl, HaNpaBfeHHble B UHTEPHET;
e UHTepdelicCbl, HanpaB/eHHble BO BHYTPEHHME (JIoKasbHble) CETU;
e pacnucaHue, orpaHuumsatollee Bpems pabotbl VPN;

AMNKL "KoHTMHeHT". Bepcus 3.9 8
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¢ TUNbl AaHHbIX, KOTOPbl€ MOTYyT NepeaaBaTbCA.

MonMTUKa MEXCETEBOr0 SKPaHMPOBaHUA AN KaXA0ro KpMNToLWo3a 3a4aeTcs B BU-
e crnucka npasun ¢unbTpaumu. MosToMy AN NPOXOoXAeHUs Tpaduka B TyHHene
HeobXxoaMMo, YTO6bl HACTPOWMKM, BbIMOSIHEHHbIE ANA KpUMTOLWI03a B paMkax VPN,
COOTBETCTBOBAIN MOIUTUKE MEXCETEBOI0 3KPAHNPOBaHUS.

3awudpoBaHme wn pacwudpoBaHMe [AaHHbIX KPUATOLWIO30M HauYMHAETCA aB-
TOMaTMYECKKN Nocsie NPOBEPKM NEPBOro NakeTa Ha COOTBETCTBUE BCEM YC/IOBUSM MNO-
JNIUTUKN MEXCETEBOIro SKpaHNPOBAHMUS.

NMnanupoBaHue noctpoeHusa VPN

JInueH3unn

YT06bI COKOHOMUTL BpeMS M NpaBuibHO HacTpouTb VPN, pekomeHayeTcst 3apaHee
cnnaHmpoBaTtb KoHdurypauumto VPN. KoHdurypaumsa VPN BkntodaeT B cebs psg 0b6s-
3aTesfibHbIX M A0MNONHUTENbHbLIX NapamMeTpoB. [peaBapuTenbHO Heob6xoaMMo onpe-
nennTb:

®  UCTOYHMKM M nonyyatenu IP-Tpadwuka;

e XOCTbl, CepBepbl U NOKasbHble CETU, KOTOPbIe AO0/MKHbI 6bITh BKAOYeHbI B VPN;

e ceTeBble YCTPOMCTBA, BK/OUYaeMble B KOHMUrypauuio;

e unHTepdelicbl, Yepes KOTOpble NOAKNOYAIOTCS CEeTEBbIE YCTPOMUCTBA;

e yHTepdenchl, Yepes KoTopble sioKasbHble ceTu nony4vatoT goctyn K VPN-wnio-
3aM.

Mocne cbopa npuBeAeHHOW Bbille MHAOPMALMM MOXHO BbibpaTb Haubonee noa-

xoasuwyto Tononormio cetn VPN.

KoHdurypaums VPN onpepenser B3aMMOAENCTBME MeXAY KPUMTOLI3aMuM U XO-

CcTamu, CepBepamMu UM 10KasbHbIMK CETAMU, KOTOpbie 06pa3ytoT ceTb VPN. [ns KoH-

¢durypuposanHus VPN Heob6xoauMo onpeaenuTb:

e YacTtHble IP-agpeca ansa Tpadwka, reHepupyemoro ceteBbiMn obbekTamum (Xo-
CTaMn, cepBepaMn 1 noaceTsamm). ITn agpeca nNpeacrasnsaoT cobol agpeca mc-
TOYHWUKOB, KOTOPbIM pa3peweHa nepegadya Tpaduka B VPN. IP- agpecom
WMCTOYHMKa MOXeT 6biTb MHAMBMAYANbHbIM agpec, AnanasoH afpecoB Uau agpec
noaceTun.

e IP-agpeca BHeWwHWX UWHTEpPdENCOB KpUNTOWNO30B. KpunaTownwsbl ycTa-
HaB/MBAKOT TYHHENN Mexay cobol No 3TUM MHTepdencam.

e IP-agpeca BHYTpeHHUX MHTepdencoB kpmnTownto3oe. CeTeBble 06BbEKTHI B 3a-
WunaemMbix ceTax 6yayT coeamHATbCA CO CBOMMM KPUMNTOLUIO3aMW STUMWU UH-
Tepdericamm.

Ons dyHkumoHupoBaHua VPN Heob6xoaMMO Hannyme 3aperMcTpMpoBaHHOW nn-
LleH3MM Ha BCe KpUNTOLWW03bl KOMNekca, exoaawme B VPN, skntoyasa KL ¢ LIYC.

JinueHsnn Ha BBeAeHHble B 3KCrJlyaTauuilo KpUNATOLWIO3bl  SABASAKOTCA  Ha-
KonuTenbHbIMK. Obliee KONMMYecTBo pa3peleHHbIX K MCNOoJZib30BaHUIO 06beKkToB
onpeaenseTcs CYMMOVI OGBEKTOB, YKa3aHHbIX B KaXXAoM INLEH3UN.

MNoapobHble cBeaeHns 06 ynpasrieHnm nnueH3nsMm NnpuBoasaTcs B [2].

VPN-TyHHenb

B AMKLLU "KoHTHeHT" TexHonormsa VPN nogpa3ymMmeBaeT co3gaHne 3alMLWeHHbIX Ka-
HanoB (TyHHenemn) mexay ABYMs CeTEeBbIMW YCTPOMCTBAMW — KPUMTOLLIIO3aMU. 3a
KaXXAbIM U3 CETeBbIX YCTPOMCTB pacrnosioXeHa SIoKanbHas CeTb WU CEerMeHT CeTU.
MNpu nepepaye Tpaduka 13 OAHON 3aLLMLLAEMON CETU B APYrYI0 CETeBbIE YCTPOUCTBA
BbINOJIHAOT 3awundpoBaHMe AaHHbIX A0 TOro, Kak OHM nonagyT B TYHHEesNb, U
pacwmdpoBaHNe 3TUX AaHHbIX NOCSe TOro, Kak OHU TYHHESb MOKUHYT.

B AMNKLU "KOHTUHEHT" UCnonb3yeTcs CUMMETPUYHAa Kpuntorpaduyeckas cucrema.
KpunTorpadunyeckoe coeamHeHne mexay AsyMsi KL B ceTu ocyLlecTBASIETCS Ha KJt0-
yax napHou cBaA3u. 3awundpoBaHMe Kkaxaoro IP-nakeTta npovsBOAMTCS Ha

AMNKL "KoHTMHeHT". Bepcus 3.9 9
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MHAMBMAYANBHOM KNloYe — Ktode wudpoBaHMsa nakeTa, KOTopbin hopMmnpyeTcsa m3
Kto4a napHon cBa3un. Ans 3awndpoBaHusa AaHHbIX ucnonb3dyetca anroputm FOCT
28147-89 B pexxnMe raMMmpoBaHus ¢ obpaTHOM CBA3bI0. IMUTO3awWwmnTa AaHHbIX OCY-
LecTBNseTca C wucrnonb3osaHuvem anroputma FOCT 28147-89 B pexume uMmu-
TOBCTaBKM.

Ha pucyHke HWXe rnokasaHbl ABe floKasibHble CeTU. Ha nepuMeTpe Kaxaon 13 HUx
ycTaHoBfeH KpunTowno3. CBsA3b MexAy CeTAMM OCYLecTBiserca Mo 06-
LLleAOCTYMNHbIM KaHanaM (HanpuMmep, No CeTU MHTEPHET).

NokanbHan ceTb A

NokaneHan cetb B

XOCTbl NOKaNbHOM ceTn A 1 XOCTbl sloKanbHoM ceTn B obMeHuBatoTcs AdHHbIMWN, UC-
Nnonb3yd TYHHENDb MeXAYy KPUNTOLWTI03aMn:

e  XOCT U3 JIOKaJIbHOM CeTW A NOCbINIAeT NaKeTbl XOCTY, PACMOSIOKEHHOMY B CETU B;
e KPWUNTOLUIIO3bI COEAMHSIIOTCS APYT C APYIrOM U CO34at0T TYHHENb;

e KWW cetn A 3awundpoBsbiBaeT nepegaBaeMblie NakeTbl U OTAPABASAET UX NO TyH-
Heso;

e KLU cetn B pacundpoBbIBaET AaHHbIE U NepeaaeT UX XOCTy-nony4yaTento;
e XOCT nosiyyaTens B ceTu B nonydaeT paclmdpoBaHHbIe faHHbIE.

AHaNOrMYHO NpPoMCXoauT nepesadya NakeTos B OGpaTHOM HanpaesneHun, Korga Ka-
KOM-nmbo M3 XOCTOB NoKasibHOM ceTn B MHUUMnNpyeT obMeH AaHHbBIMKU C XOCTOM CeTH
A.

3awundpoBaHMe NakeToB AaHHbIX NpeaoTBpallaeT AOCTYN K AAHHBIM NpU nepexsaTe
rnakeToB TPEeTben CTOPOHOM.

IP-agpec kpunTownt3a — 3TO, Kak npaBuno, IP-appec ceteBoro mMHTepdeica,
HanpaBfIEHHOro B MHTEPHET.

HecmoTps Ha 10 uTO IP-Tpadumk B AEUCTBUTENBHOCTM NPOXOAUT Yepes3 pasfinyHble
MapLIpyTM3aTOpbl, PacriosloXXeHHbIE B UHTEPHETE, MOXHO FOBOPUTL O TOM, YTO VPN-
TYHHenb — 3TO NpocTo 6e3o0nacHoe coeanHeHne Mexay ABYMS KpUNTOLI03aMu.

Ons nonb3oBaTenen nokanbHbiX cetert A n B Hannume VPN-TyHHEns He npeab-
ABMSIET HUKAKMX AOMNOSHUTENbHbIX TpeboBaHui. MpuNoXeHMs Ha MX KOMMbloTepax
Tak e, Kak M 0b6bl4HO, reHepupyloT NakeTbl C COOTBETCTBYHOLWMMKM agpecamMn oT-
npasutena u nony4vatens. Bce dyHKumn, cBaA3aHHble C 3awundpoBaHUEM, WH-
KancynpoBaHUEM W OTMPaBKOW NAaKeTOB, BbIMOJHAT KPUNTOLLUO3bI.

3awmndpoBaHHbIe AaHHble NepeaarTcs TONbKO BHYTPU TYHHENS Mexay ABYMS Kpun-
Tow3amMn. Mexay KOMMNbOTEPOM MOJSb30BaTENSA U KPUNTOLWW/IO30M AaHHble nepe-
[Al0TCH B He3awmndpoBaHHOM BUae.

OavH KpUNTOLWISIK3 MOXeT MoaAepXuBaTb CO3[4aHuMe OLHOBPEMEHHO HECKObKUX
TYHHEHEVI, a Kaxabli TYHHENb MOXET obecneunBaTtb oAgHOBpEMEHHO 6onee yem ogHO
coeanHeHune.

AMNKL "KoHTMHeHT". Bepcus 3.9 1 0
PykoBoacCcTBO agMMHMUcCTpatopa. Hactpoitka VPN
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Pa3BepTtbiBaHue L3VPN

NpeoBapuTenbHble 3aMeYaHus

Mepea HavanoM HacTpoliku u BBoaa VPN B aKchyaTaumio HeobxoammMo yb6eamTbcs B
BbIMO/THEHUM CNEAYIOLWNX YCIOBUIA:

BbinonHeHa nHuunanusaumnsa LYC.

MHnumnanmsaumio LYC BbINOSHAIOT B MOJIHOM COOTBETCTBMU C YKa3aHUAMU, Npu-
BeAEeHHbIMK B [2].

Ha pabouyem Mecte agMuHucTpaTtopa yctaHoBneHa Y LYC u HacTpoeHo co-
eanHenmne c LYC.

OnucaHne nporpaMMbl ynpaB/ieHUs U ee HacTpolika onuncanbl B [3] n [2].
Kpuntowniosbel, Bxoadwme B coctaB VPN, 3aperncrtpupoBaHbl B nporpamme
yrnpaBneHusl, NPOMHULNANM3NPOBaHbI M BBEAEHbI B 3KCMlyaTaumio.
Perncrpauuio, vHuumanmMsaumio n BBOA KPUNTOLLIO30B B 3KCMyaTauUiO Bbl-
MOSIHAKOT B COOTBETCTBMM C O6WKMM NOpPSIAKOM pasBepTbiBaHMS CeTeBbIX
ycTponcTts (cMm. [2]).

Mpumeyanme. ObLiee KONMYECTBO KPUNTOLLIIO30B, BBEAEHHbIX B aKCnnyaTaumto, Bkoyas KL ¢ LIYC,
[OIKHO COOTBETCTBOBATH TPEGOBAHWAM NOMUTHKM TNLEH3NPOBAHNS.

Mopspok pa3BepTbiBaHus L3VPN

PasBepTbiBaHME 3alUMLLEHHON KOPMNOpPaAaTUBHON CeTU BKAOYaeT B ceba no-
cnefoBaTefibHOE BbIMO/IHEHWE CIeAYoWnX 3Tanos:

1.
2.
3.
4.
5.
6.

HacTpolika nHtepderico kpuntowno3os n LIYC (cMm. cneaytowmii noapasaen).
Co3paHue obbekToB LIYC (cMm. cTp. 15).

YcTaHoBEeHNe NapHbIX CBA3EM Mexay KpUnTowsn3amMm (CM. cTp. 26).
HacTpoiika napamMeTpoB MapuwpyTtm3auum (cMm. cTp. 31).

CozpgaHue npasun punbTpaumm (cm. ctp. 36).

MpoBepka paboTocnocobHOCTN HacTpoeHHbIX VPN-kaHanoBs (cM. cTp. 38).

HacTtpounka nHrepcencon

PaccmoTpuMm noctpoeHue L3VPN ans koprnopaTMBHOW ceTu npeanpusatms, obvean-
HSAIOLLEN NIoOKaNbHbIE CETU LLeHTpasibHOro odpuca n AByx punnanos.

Ons noctpoeHns VPN 6yayT UCnosib30BaHbl Clefyolme KOMMOHEHTbI, BXOASLWMNe B
coCTaB KOMMJieKca:

KpUATOLWH3bl (Ha pUcyHKe Huxe — KL 1 v KL 2);

LEeHTp yrnpaB/ieHUs CeTblo, YCTaHOBAeHHbIn Ha KLU, 3awumuwatowem nokanbHyto
ceTb LeHTpanbHoro oduca;

nporpamMMa ynpasneHus LYC, ycrtaHoBneHHas Ha pabouyem MecTte agmu-
HUCTpaTopa B 3alMLEHHON CETU UeHTpasbHoro oduca.

AMNKL "KoHTMHeHT". Bepcus 3.9 1 1
PykoBoacCcTBO agMMHMUcCTpatopa. Hactpoitka VPN
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Jawmwaeman noKansHas
ceTh hpuananal

Jawmwaeman NoKanbHas
ceTb UeHTpansHoro oduca

Pabouee mecro
aAMMHUCTPaTOpa

JawMLAaeman NoKansHaA
ceTo puamana

HacTpoiika MHTepdencoB BbIMOAHAETCS B nporpamMmme ynpasneHua LYC ana kax-
[0ro 3aperncTpupoBaHHOro KpUnToLL/It03a.
Ana HacTpoiku nHtepdencos:
1. 3anyctuTte nporpammy ynpasneHus LLYC.
Ha akpaHe nossuTca rnasHoe okHo MY LYC.

KOHTWHEHT - FiaBHLIA agMuHnerpaTop - KLU € LCowm (11.11.11.10)

[nasHas

\ & E;EI § Konuposars @‘ [-EJ

CoxpaHuTe Nuuenzun  CBOACTES
yc

LGET T uma ArenT LYC
wca- AMArHOCTURY
Ly Cozaate AreHThl 3arpysute KAloum ceTeBBIX Y CTP Ol donoaHuTeaeHo  MyeHIUM | CEOMCTEA
:

Tekyuiee spema LIYC Craryc U¥C Cratyc cuHXpoHM3aumMK LUYC | AKTUBHEIE ceccum aj

YuBTHan zanu

i Hewussec HewnsBecteH

MNaHenb
WHCTPYMEHTOB

KHonka meHto Texyuiee cocTofsHMe
ynpaBHEHMH YerpoWcTea

Kaxanw VPN 0 0

YerpoficTea co cratycom HCJL 0
MPHACHKEHNH
ObnacTtb
0T06pa>|<eHm=| CoCTORHKE KaHanos VPN Bepeua MO
Nowuex [ BoeayTe HanMeHoBa..] Coprnposxa|Cranyc xarancs VAN {rc;ﬁbszu:»fg_v_\mmE Vzen

MHhopMaLun
() BupTyaneHele KOMMYTaTOREI

S ObnacTb
06beKkToB
ynpaeneHns

4 [H] Ceresie yetpoiictea Kontnment
43 Kpunrowniose:
&7 KpunokommyTaTtope /
@ JeTexTopel aTak

b A Orugre
€% BHELIHNE KpUNTOrpadinueckne cetn

COCTOAHKA

2. BbibepuTte B neBon 4actm okHa paspen "CeteBbie ycTpoicTBa KOHTUHEHT" n B
HeM — NyHKT "Kpuntownto3sbl".

B obnactu OT06pa)KEHMFI MH(bOpMaLl,MM noABUTCA CNNCOK 3aperncTtpnpoBaHHbIX
KPpUNTOLLJTHO308B. Hwuxe npeacTtaBJiEH CMUCOK KPpUNTOLLTHO308B, COOTBETCTBYPOLIJ,Mﬁ

cxeMme Ha cTp. 12.

Kpunrtorpaduyeckme wnoss
i Haseatne IOI‘IMCEHME | YacTHeIi pexm iCocmnHme . HCO : NAT : K.rlac:Tepi Multi-WAN : Kanz
i e Klll ¢ IYC ueHtpansHoro ogica BinioueH 0 @RT
12 Kwi Klll nokansHoi cem Punrana 1 Brnouen @-RT
ﬂ;? KW 2 KW nokaneHoit cemw Punvana 2 Omentouen (He BB2mEH. .. RT
<] m > |
AMNKLI "KoHTMHeHT". Bepcus 3.9 12
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3. Bbibepute B cnvcke KpMNTOLJIO3 U B MaHen UHCTPYMEHTOB HaXXMUTe KHOMKY
"CBoricTBa". B kavectBe npumepa BbibpaH KLU ¢ LYC.

Ha akpaHe nosiButCcs okHO "CBOMCTBa Kpuntowosa".

CeoACTE KpUNTOWAK3a - KLU ¢ LYC

DB UWMe CEEgEHNA
= il WaeHmagucamop | 15 {0xf)

WHTEp defcsl
Vnpasnesne QoS Haseanwe | c LY C|
DHCP Ormcanmne KLU € LLYC usHTpansHoro oduca
KypHanel
MapwpyTusayma YacTHelit pexim
Multi-WAN Crpara He orpegensHo i
DNS
Yacosoi nosc GMT -
CBAZN
ANETEpHATUEHRIE 3gpeca | BeegeH B skcnmyatawn
¥aanEHHEIA TEPMMUHEN Markmia pexaan

HNEHCTE O\ TRYrINAK AYTEHTWPMKELARA NONb308aTENEA

Eepcua MO
] ONTAMWZaLMA NPEEMN GUNETPALMKA

MUHMMENEHEIR PAZMED CHMMEEMOr0 NaKeTa, 1500
MNepwon KOHTPENA LENOCTHOCTA GEAN0E, MWH. 1440
Pasmep nposepAsMoro CErMeHTa AaHHLDX, i}

| AeTomaTiueckuid nouck MTU B kaHane ynpaensHWA
| AeTomaTvieckuid nowck MTU B kaHane VPN

MSS nonbsosaTensckoro Tpaduka He meHa™

YeTaHoBMTE 0

4. B neBol YacTu okHa BblibepuTe Bknaaky "UHtepdelicol”.
B npaBoii YacT oKHa NOABUTCS CMMCOK MHTEP(ENCOB KPMNTOLL/IO3A.

ACTEa KpunTownosa - KWL ¢ LIYC

DBWKHe CEeAeHHA

Cosgame «

e PUSMYSCHME W BHPTYENEHLIE MHTEPPERCH!
¥npaeneHue Qos HazsaHue Tun Appec/Macka MapameTpel MTU
SECE Jleemi Brewri 10.1.1.1/24 1500

l['-l: em] BHyTpEHHMI 192.168.1.1/24 1500
HKypranei fleem2 He onpenenén 1500
MapuwpyTusauma Jleem? He onpenenéH 1500
Multi-WAN
DNS
CBA3N

ANETEpHATHEHEE 3apeca
¥aanéHHEIA TEpMKUHAN

YNeHCTEBO B rpynnax

EBepoua MO
BHumaHue! MsmeHEHWA B HECTPOMKEX MHTEPDENCOE NPMMEHAITCA HEMEANESHHD .
Owers
AMNKLI "KoHTMHeHT". Bepcus 3.9 13
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5. HacTtponTe napameTpbl NCNosb3yeMbiX MHTepdencos. a1 aTtoro Beibepurte mH-
Tepdenc B CNNCKE N HAXMUTE KHoNKy "N3MeHuTb...".

Ha skpaHe nosiButCcs okHo "CBolicTBa usnyeckoro nHtepdenca".

CBOWCTES QUSMYECKOrD MHTEpheRca

Tun He onpenenéy = MTU 1500 :

Pexam ABTOBGLIDOR -

Pervctpaurs |ONpefenseTod ceTEBLIM YCTPOMCTBOM ™

|P-Appeca
Anpec Macia

ofaenTs. ..

Cancel

6. YKaxuTe 3Ha4YeHuMs napaMeTpoB MHTepdelica.

Tvn Tun nHTepderica (BHEWHUA NN BHYTPEHHWN):

e BHewHnn — nHTepdenc, noakaoyaemMblin K ceTam obero
Nnosib30BaHWS.

e BHYTpeHHUN — NHTEepdENC, NOAKIIOYAEMDIN K 3aLUMLLAEMON CETH

MTU MakcumanbHas eagMHiua nepegaym gaHHbelx (B 6antax). Jonyctumble
3HaYeHuns:

o ansa KW (BHYTpeHHME u BHelwwHWe nHTtepdericel) 576-9000;

e ans KK (BHewHun nutepdeic) 576-9100

Pexum Pexxum paboTbl ceTEBOM KapThbl

Perncrpauus | 3agaHue npaswuia peructpaumm cobbiTUiA B XXypHanax. 3HauyeHus:

e OnpegensieTcs ceTeBbIM YCTPOMUCTBOM (MpaBuIo HacneayeTcs 13
CBOWCTB CETEBOr0 YCTPONCTBA);

e [lepBble 64 6aiTa;

e Teno naketa

IP-agpeca Cnucok IP-agpecoB nHtepdeiica. Ans gobaBneHns HOBOro agpeca
HaxxMmuTe KHonky "fobasutk", ykaxute IP-npotokon (IPv4 nnu IPv6;
IPv6 ncnonb3yeTcs TONbKO AN15 BHELWHUX MHTepdencoB) n aanee
BBeAWTe agpec u Macky (npedwkc ans IPv6).

[Ons yaaneHus BbibpaHHoro IP-agpeca ncnonb3ynte KHonky "Yaanutb"

7. [ns coxpaHeHUs 3aflaHHblX MapaMeTpoB HaxMmuTe kKHonky "OK" B HUXHeN YyacTtum
OokHa "CBolicTBa ¢pusnyeckoro nHtepdemnca”.

OKHO 3aKpoeTCcs M 3afaHHble 3HaYeHMs NnapamMeTpoB 0To6pas3AaTCcsa B CNMCKE UH-
TepderncoB KpUNTOLWIO3a.

8. BbibepuTe cnegytowmin nHTepdeEc U HacTpoiTe ero NnapaMeTpsbl (CM. nn. 4—6).

9. [llocne HacTporikn BCex nHtepdercos Haxmute kHonky "OK" nnun "MpumeHunTs" B
HWKHEN YyacTn okHa "CBoMCTBa KpunToLio3a".

AMNKL "KoHTMHeHT". Bepcus 3.9 14
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Hwxe npuBeseHbl HACTPOMKW MHTEPdENCOB KPUMATOLWJIO30B ANS CXeMbl, Mpu-
BeAEeHHON Ha cTp. 12.

KL c luycC:
PUSNYECKME M BMDTYANEHLIE MHTEDDERCH Cospate ¥
HazeaHue Tun Appec/Macka MapameTpel MTU
fteeml BHewHwmiA 10.1.1.1/24 500
l[l: em1 BHyTpeHHWA 152.168.1.1/24 1500
teem2 He onpensnéq 1500
fteem3 He onpepenéd 500
KLU 1:
FPUSNYECKIME M BADTYENEHEIE MHTEDDEACE! Cospams ¥
HazeaHue Tun Appec/Macka MapameTpel MTU
fteeml BHewHwmiA 10.1.1.1/24 500
l[l: em1 BHyTpeHHWA 152.168.1.1/24 1500
fteem?2 He onpepenéy 1500
fteem3 He onpepenéd 500
KLU 2:
FPUSNYECKME M BMDTYENEHBIE MHTEDDEACE] Cospam ¥
Hazeanue Tun Anpec/Macka MNapameTpel MTU
fteid He onpepenéy 500
fleix He onpepenéd 1500
e He onpepenéy 1500
e He onpepenéd 500
ll‘:igl:uﬂ He onpenenéq 1500
d‘tigl:u'l He onpeaenéq H00
ll‘:igl:uE He onpenenéq H00
ll‘:igl:uE He onpeaenéq 1500
ll‘:igl:ui He onpenenéq H00
ll‘:igl:uE He onpeaenéq 1500
ll‘:igl:uE He onpensnéq 1500
ll‘:igl:u.'-" He onpenenéq H00
fteeml BrewHwmiA 10.1.1.3/24 500
l[l: em] BHyTpeHHWiA 152.168.3.1/24 500

Co3paHue oobekToB LIYC

B naHHOM noapasaene NpMBOAMTCS ONUCaHWE NMpoueayp Co34aHUS CETEBbLIX 06beK-
TOB, CEPBUCOB M BPEMEHHbIX MHTEPBANOB, KOTOpble 6yAyT MCNONb30BaTbCA B MNpa-
BMNax punbTpaunm n npu cosgaHmm mapwpyTtoB B VPN "KOHTUHEHT".

CeTeBble 00BEKThI

[Ansa BbI30Ba CNUCKa CeTeBbIX 06beKTOoB:

e B nesoi yactu okHa MY LYC (cM. cTp. 12) Bbi6epuTe NyHKT "LleHTp ynpaBieHus
ceTbto | CeTeBble 06BbEKTLI".

B npaBoli yacTn okHa oTo6pasnTcs nepeyveHb ceTeBbIX 06BHEKTOB.

AMNKL "KoHTMHeHT". Bepcus 3.9 1 5
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CospaHue v yaaneHue ceTeBbiX 06bEKTOB, @ TaKXKe HACTPoiKa MX NapaMeTpoB OCy-
LLIECTBNAIOTCA B OTOM OKHeE.

0O6bekT "Mobon", nmerowmnin IP-agpec "0.0.0.0" n onpegenswowmini ceTb B Anana-
30He BCeX M3BECTHbIX IP-agpecoB, co3gaeTcs aBTOMaTUYECKM NMPU UHULManNM3auum
LyC.
Onsa cozpaHusa ceTteBoro obnekra:
1. BbI30BUTE CNUCOK CETEBbLIX 06BHEKTOB.
2. B naHenu MHCTPyMEHTOB HaxMuTe KHonky "Co3aaTtb ceTeBol 06bekT".

Ha skpaHe nosiBUTCS OKHO HAaCTPOMKM NapaMeTpoB CETEBOro o6beKkTa.

Mpumeyanne. OKHO HACTPOVKN MOXHO Bbl3BaTb C MOMOLLBK) KOHTEKCTHOTO MeHio. [ns atoro ycra-
HOBWTE Kypcop B CBOGOAHOG MeCTO CnnCKa 1 HaXMUTE NPaByH KHOMKY MbILLN.

CeTeBoi 06BekT X

Obwme HazsaHue | | |
“YneHCTED B rpynnax Orvcarne
» Unicast Mutticast
|P-agpec / Macka [} o} Q Q /| 255 . 255 . 255 . 255
TN NPUBASKK Het -
KL WHTeppeiic BupTtyaneHsii IP
Peructpauma OnpeaenseTca MHTEpdERCOM u
O

Ha pucyHKke Bbille MNOKa3aHO OKHO HaCTPOMKWM Ansl ceTeBOro obbekTa Tuna
Unicast. [Ona obbekta Tuna Multicast OKHO HacCTpolKM MOKasaHo Ha
PUCYHKE HMXe.

AMNKL "KoHTMHeHT". Bepcus 3.9 1 6
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CeTeBol 0BBEKT X

Ofwme HazgaHne

YneHcTBO B rpynnax OnncaHne

Unicast
IP-apec / Macka 0 0 0 o | /| 255. 255 . 255 . 255
MNonyyatenu
Hazsanue Onmcanune
OpBasnts. .
Peructpaumn OnpenenseTch HTepheRcomM =

O

3. 3anosiHuTe nons Ha Bkaaake "Obuwune".

Mone OnucaHue

HaseaHue YHuKanbHOE HaMMeHOBaHMe CeTEBOro 0bbekTa

OnucaHve JononHutenbHble cBeaeHus (Heobsa3aTeNnbHbI NapamMeTp)

Unicast OpHoHanpaBneHHas nepeaava AaHHbIX (CETeBOM NakeT HanpaBnsieTcs

oZIHOMY aapecary)

Multicast pynnoBas nepenaya AaHHbIX (CETEBOM NakeT OAHOBPEMEHHO
HanpaBNseTCcs onpeaeneHHoN rpyrnne aapecaTos)

IP-agpec IP-apgpec cermeHTa ceTn Unu oTAe/IbHOro KOMMbOTEPaA

Macka Macka ceTun.

Bce 3HauMMble 6UTLI aapeca A0MXHbI NOKPbIBAaTbLCS Mackoi. Hanpumep,
ecnu none "IP-agpec" coaepxuT 3HadeHne "134.17.11.0", To 3HaveHne
MacKu MoXeT paBHATbcs "255.255.255.0", HO He MOoXeT bbiTb paBHO
"255.255.0.0". Ecnu ykasaHo 3HayeHune "255.255.255.255" — 3apaHa
CeTb U3 04HOr0 KoMMbloTepa, IP-agpec koToporo onpeaensieTcs
3HauyeHnem nons "IP-agpec”

4. Ecnu tnn co3gaBaemoro ceteBoro obvekrta Unicast, nepengnte k n. 5.
Ecnu Tnun co3paBaemMoro ceteBoro ob6bekTta Multicast, nepenante k n.11.

5. BbinonHUTE NpuMBSA3KY CO34aBaeMoro ceteBoro obbekta K kKpuntowso3sy. [Ons
3TOro BblbepuTe TN NpUBA3KKU:

e Het — lNpuBsA3ka ceTeBoro obbekTa k KLU oTcyTCcTBYET.

e BHyTpeHHUN — CeTeBon 06bekT npuesasaH Kk KLU. WndposaHue Tpadurka He
TpebyeTcs.

e 3awmuwaembii — CeTeBol 06beKT npuBasaH k KLU. Tpebyetcsa wmndpoBaHue
Tpadwmka.

6. Haxmute kHonky "Job6aBuTb". KHONKa AOCTYNHa TOAbKO ANS TUMOB MPUBSA3KMK
"BHyTpeHHMI" n "3awmwaembin”.

[MoABUTCA OKHO A9 3a[laHMUSA NapaMeTpoB NPUBSA3KN.

AMNKL "KoHTMHeHT". Bepcus 3.9 1 7
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JoGasneHWe NPUBAZKK CETEEOr0 06 bEKTa X

Kpuntowntos KLL4 -

MHTepsdeiic igh0 -

BupTtyaneHeit IP-agpec / Macka

Cmvena

7. BbibepuTe M3 packpbiBatoLWerocs Cnmcka KpUnToLw/to3, Ha KOTOPOM AO/KHbI Bbl-
NOMHATLCSA NpaBuna GuabTpaumn C yNnoMUHaHMEM AaHHOro CeTeBoro obbekTa
(cnncok coaepXxuT Bce 3apeructpmpoBaHHble B B LIYC kpuntowntossl).

BHumaHue! LndposaHue Tpaduka byaeT BbINOMHATLCA TOMbKO MPU BKIKO-
yeHun paHHoro KLU B cnncok ces3aHHbIxX KL (¢cM. cTp. 26).

8. BbibepuTe 13 packpbiBaloLWerocsa cnucka nHrepdgenc ykasaHHoro KL.

dunbTpaumm 6yayT noanexartb TOAbKO Te IP-nakeTbl, KOTOPble NPOXOAAT Yepes
3TOT MHTepdEeNC yKa3zaHHOro KpMNToLwto3a (ToNbKO ANS TUNOB NPUBA3KK "BHY-
TpeHHui" 1 "3awuwaemblin”). Mpn BbiIbope 3HaueHus "/ioboi" puneTpaunn by-
AyT noasepratbcs IP-nakeTbl, npoxoasme yepes nobomn nHrtepdelic.

BHumMaHue! Ecnun B none "Tun npuessku" ykasaHo 3HadeHue "3awmwaembin”,
He peKOMEHAYETCS UCMNOb30BaTb BHEWHMN nHTepdenc KLL.

9. Ecnu HeobxoaMMO MCNoONb30BaTb BMPTyasnbHbI IP-aapec, NpMCBOEHHbIN AaH-
HOMY MHTepdelicy, yCTaHOBUTE COOTBETCTBYIOLLYIO OTMETKY U BBeauTe IP-aapec
n Macky (ToNbKO ANs TUna NpuBA3KM "3awmwaembin™).

[Nanee HaxMuTe KHonky "OK".
MpuBa3ka 0To6pa3nTCa B OKHE HACTPOWMKM NapaMeTpoB CO34aBaeMoro CeTeBoro

yCTPOWCTBa.
Tun npueAskK SaALLMLLEEMEIT w
Kl WHTepdeic BuptyaneHei [P [oBasume...
KLLi4 ighd

10. Ecnv Heo6xX0ANMMO BbINOSHUTL MPUBSA3KY AAHHOrO CETeBOro obbekta K ApYyrnMm
KL, noBTOpUTE BbIiNONIHEHME NMN. 6-9 1 Aanee nepenante K n. 12,

11./1n9 co3paBaeMoro ceteBoro ob6bekrta TMna Multicast ykaxunTte nonydatenen —
nepeveHb KL, KoTopble A0/KHbBI y4acTBOBaTb B FPyNnoBoM nepegadve. Ansa sto-
ro Haxmute kHonky "[dob6aBuTtb" u Bbibepute KLU M3 obwero cnucka Kpun-

TOLWHO30B.

12.3apanTe npaBunio perncrtpaumm cobbiTui B XXypHanax. JoCTyrnHble 3HaYeHns:

e Onpeaensercs UHTEpPdENCOM;

e [lepBble 64 6anTa;

e Teno nakera.

13. Ecin Heob6XxoAMMO BK/IOUUTb AaHHbIA ceTeBOW 06bekT B rpynny/rpynnsl,
nepenauTe K Bknagke "YneHcrso B rpynnax" n cdpopMnupymTe CNMCOK rpymnn, une-
HOM KOTOpbIX 6yAeT ABNATLCA AaHHbIN 06beKT (0 co3aaHum rpynn cM. cTp. 19).
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Mcnonb3ynTe KHOMKKU:

[Job6aBuTb | Bbi3blBaeT Ha 3KpaH NepedeHb 3aperncTpUpoBaHHbIX FPYNM CeTEBbIX
obbekToB

Ypanutb Ynansiet BbiIbpaHHYyto B CiMcKe rpynny

14.HaxmMute kHonky "OK".

Ans ypaneHusa ceteBoro o6bekra:

1.
2.

BbI30BUTE CMNCOK CeTEBbIX 06BEKTOB.

BbI30BUTE KOHTEKCTHOE MEHIO yAaNIieMOro CETeBOro obbekTa u akTuBMpymTe Ko-
MaHay "YoanuTb BblAeNEeHHbIE. .. ".

Ha akpaHe nosiBMTCS 3anpoc Ha yaaneHue obbekTa.
HaxmuTte kHonky "[a".

Ha akpaHe nosiBUTCS npeaynpexaeHne o6 yaaneHuu npasua punbTpaummn ans
3TOro obbekTa.

Mpumeyanme. Mpu nogTBEpXAEHNM yaaneHus ByayT yAaneHbl TONbKO Te npasuia punbTpaLum 1 npa-
BUIA TPAHCHALMM, KOTOPbIE UCTONb3YIOT 3TOT OGBLEKT HEMOCPEACTBEHHO. MpaBuna hunbTpauuu ans
rpynn, cofepxallnx yaansiemblit 06bekT, yaaneHs! He OyayT.

HaxmuTte kHonky "[a".

O61beKkT byaeT yaaneH M3 cnucka HeEMeA/leHHO, @ CBeAEHUS O HEM — U3 6a3bl AaH-
HbiX LIYC 6e3 BO3MO)XHOCTN BOCCTAHOBIEHUS.

prnnbl ceTeBbIX 00HEKTOB

[Ana co3paHus rpynnbl ceTeBbiX 06bEKTOB!:

1.

6.

B neBoli YacTn okHa nporpaMMbl ynpasfeHus BbibepuTte NyHKT "LleHTp ynpas-
neHus cetbto | Fpynnbl ceTeBbiX 06beKkTOB".

B npaBoii yacTn okHa oTo6pasnTcs CNNCOK rpynn ceTeBbiX 06bekToB. ECnu rpyn-
nMbl HEe co3paBajnuCb, B Cnucke byaeT npeacraBneHa Tosbko rpynna "Peectp
3anpeLleHHbIX pecypcoB"”, co3gaHHasi Mo YMOSTHaHMUIO.

B naHenn MHCTpyMeHTOB HaXMuTe kKHornky "Co3aaTb rpynny ceTeBbiXx 06bEKTOB".
Ha skpaHe NosiBUTCS OKHO HAaCTpOWMKM NapaMeTpoB co34aBaeMon rpynnbl.
BBeauTe Ha3BaHMeE U KpaTKOe onucaHne co3gaBaeMon rpynmol.

CdopMupyinTe CNMCOK BXOASAWMX B rpynny ceteBbix 06bekToB. [Ana 3TOro uc-
nonb3ymnte kHonku "Adobasntb" n "Yaanutb".

YKaxuTte npaBmio perncrtpaumm cobbiTuin B XXypHanax. JoCcTynHble 3Ha4YeHus:
e OnpegenseTtcsa nHtepdencom;

e [lepBble 64 6aliTa;

e Teno nakerta.

[ns 3aBeplUeHns HaCTPOMKM NapaMeTpOoB rpynnbl HAXMUTE KHonky "OK".
OKHO HacTpoIKM NapaMeTPOB 3aKPOETCS 1 B CMMCKE NOSBUTCS HOBas rpynna.

Ana peaakTMpoBaHUA CBOMCTB rpynnbi:

1.

2,

Bbi3oBUTE B OKHE 06HEKTOB KOHTEKCTHOE MEHIO HYXKHOM Fpynmnbl U BbibepuTe Ko-
MaHay "CeoicTBa...".

Ha akpaHe nosiBUTCSA OKHO HACTPOMKK NapaMeTpoB rpynnol.
BHecuTe Heo6x0AMMbIE M3MEHEHUS U HaXMUTe KHonky "OK".

Ana yaaneHuvsa rpynnbi:

1. Bbi30BMTE B OKHE 06BEKTOB KOHTEKCTHOE MEHIO HY>XXHOW rpynnbl 1 BbibepuTe Ko-
MaHay "YaoanuTb BblAENEHHbIE...".
Ha skpaHe nosiBUTCS 3anpocC Ha yaaneHue.
2. Haxmute kHonky "[a".
AMNKL "KoHTUHeHT". Bepcus 3.9 19
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Mpumeyanue. TMpyu yaaneHun rpynnbl ceTeBbIX OOHEKTOB, KOTOpblE MCMOMb3YIOTCA B Npasumnax
(hUNbTpaLMM UK TPAHCAISLWK, Ha 3KpaHe NOSBUTCS NpeaynpexaeHne o6 yaaneHuy npaeun Ans 3Toun
rpynnbl. Haxmute kHonky “fla" ans yaaneHus rpynnsl BMecTe ¢ npasunamu. Kxonka "Het" oTmeHsieT
yaanexue rpynbi.

pynna 6yneTt yaaneHa u3 cnucka HeMeaneHHo, a CBeAeHMsA 0 Hell — n3 6a3bl
AaHHbIX LYC 6e3 BO3MOXHOCTM BOCCTAHOB/AEHMS. [1py 3TOM 06beKTbl, KOTOpbIe
BXOAWNN B 3Ty rpynny, He 6yayT yaaneHsbl.

CepBuchbl

Mpun yctaHoBke MO LYC B 6a3e gaHHbIX aBTOMaTWU4eCKM CO3[AETCA CMUCOK Hau-
6onee yacTo ncnosib3yembix cepBMcoB. Npn HEO6XOANMMOCTM MOXHO CO34aBaTb HO-
Bbl€ CEPBUCHI U 406aBASATb UX B CNUCOK. CepBUCHI MOXHO 06beaAVHNATL B FPYMMbl.
Onsa BbI30Ba CNUCKa CEpPBUCOB:

e B neBon yactn OokHa nporpammbl yrnpaeneHus Bblbepute nyHKT "LleHTp ynpas-
nenus cetoto | CepBucol”.

B ﬂpaBOVI 4aCTh OKHa OTOGpaSMTCﬂ CNnNCoOK CepBUCOB.

CepBHCH

HazsaHne MpoTokon MopT mcToyHuka, Tun MopT HasHaueHnA/ Koa i
ToBoia TCP tep nioGoi nioGoi =
TMioGain UDP udp nioGor nioGoi

TMioGor ICMP icmp

echoTeply icmp Echo reply

dest-unreach icmp Destination unreachable nioBoi

source-gquench icmp Source Quench

redirect icmp Redirect nioGoi

alt-host-addr icmp Altemate Host Address

echoTequest icmp Echo

router-advertisement icmp Router advertisement

router-solicitation icmp Router solicitation

time-exceeded icmp Time exceeded nioGoi

param-problem icmp Parameter problem nioBioi

timestamp icmp Timestamp request

timestamp-reply icmp Timestamp rephy w

Ana npocMoTpa NnapaMeTpoB cepBUca:

e BblbepuTe cepBMC B CMUCKE U HAXXMUTE B NaHen MHCTPYMEHTOB KHOMKY "CBOWM-
ctBa" (MM NCNOMb3yNTE OAHOUMEHHYO KOMaHAy KOHTEKCTHOIO MEHID).

Ha akpaHe nosiBUTCS OKHO HaCTPOMKW NapaMeTpoB cepBuca.

AMNKL "KoHTMHeHT". Bepcus 3.9 20
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Cepeuc Déwme

YneHITED B rpynnax g
’ Py Hassarme | HEECEN

MpoTokon  iamp

[NapameTpel npoToKona

Twun Information reply

Kon

v

OkHo coaepxuT aBe Bknagku: "CepBuc" n "Ynencrso B rpynnax".
e Bknagka "CepsBuc" npegHasHauyeHa Ans oTobpakeHus M HacTpoMKuW na-
pamMeTpoB.

Bknaaka "YneHcTBO B rpynnax" npegHasHayeHa Ans otobpa)xeHus rpynn, B

KOTOpble BXOAMT AaHHbIN CEPBUC, a TaKXe [ANA BKIOUEHUS cepBuca B rpyn-
ny/ UCKMOYEHNsI cepBUCa M3 FPYMMbI.

[Ana co3aaHMsA HOBOro cepBuca:
1. BbI30BUTE CNWCOK CEPBUCOB W B MaHeENN MHCTPYMEHTOB HaxmuTte KHonky "Co3-

AaTb cepBuc".
Ha skpaHe nosiBMTCS OKHO HAaCTpOWKM NapamMeTpoB cepBuca.

Cepenc b4

Cepemc OBwme

YneHcTED B rpynnax
' ) Hassatue

Mpotoxon | udp

[NapameTpel NnpoToKona

|-|D|3T WCTOMHWMKS E AWanasoHe

MopT HasHaueHWA  moboit

v

2. BBeauTe HasBaHWe CO34AaBAEMOrO CEPBMCA U YKAXUTE NPOTOKOS, BbiGpaB ero 13

Cnuncka.
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PykoBoacCcTBO agMMHMUcCTpatopa. Hactpoitka VPN



© KOMMAHWA "KOL BE3OMNMACHOCTN"

3. B 3aBMCMMOCTU OT BbIGPAHHOIO NMPOTOKOA YKAXMWUTE ero napameTpbl:
e [NA NPOTOKOJIOB tcp M udp yKaxuTe NopT UCTOUHMKA U NOPT Ha3HaYeHUs;
e [NA MPOTOKOJIA icMp yKaxute Tun n koZ (B 3aBUCUMOCTM OT TUMa).

4. Ecnu Heo6xoaMMO BKJIIOUYMTb CEPBUC B rpynny, nepenaute Ha Bknaaky "YneH-
CcTBO B rpynnax" u gobasBbTe rpynny WUAW rpynnbl, B KOTOPble AOMXKEH BXOAUTb
AaHHbIN cepBUC. [1ns 3TOro Ucnonb3ymnTe kHonku "dobasutb" n "Yaanuts".

5. [n4 3aBepLlieHns HaCTPOMKU HaxXxMuTe KHonky "OK".
OKHO HaCTpoONKKN NapaMeTpOB 3aKPOETCS, N B CINCKE NOSBUTCS HOBbIN CEPBUC.

Ans cospgaHua HOBOW rpynnbl CEPBUCOB!

1. BbI30BMTE CNNCOK CEPBUCOB M B MaHEIN UHCTPYMEHTOB Haxmute KHonky "Cos-
AaTb rpynny cepsmcos”.

Ha akpaHe nosButcsa okHO "pynna cepeucos”.

2. BBegwuTe HasBaHWe rpynnbl U C MOMOLWbIO KHOMOK "Jobasnte" n "Yaanute" cdop-
MUPYINTE CMUCOK CEPBUCOB, KOTOPbIE AO/KHbI BXOAWUTb B I@HHYIO Fpynny.

3. [Nocne 3aBeplueHns GOpMMPOBAHUS CIMCKA HAaXMUTE KHonky "OK".
HoBas rpymnna oTobpa3nTcs B NI€BOW 4acTW [/1aBHOIMO OKHa B NyHKTe "LleHTp
ynpaeneHus cetbto | Cepsucol”. Npu BblAeNeHUM FPynnbl B NPaBoi YacTu OKHa
0T06pasnTCs CNMCOK CEPBUCOB, BXOAALWMX B AAHHYIO rPpynny.

Ana naMeHeHUA NapaMeTpoB cepBuca/rpynrnbl CEPpBUCOB:

1. BbibepuTe 06BEKT B CNMUCKE U B MAHENN MHCTPYMEHTOB HaxmuTe KHomnky "CBoii-
cTBa" (MM MCNOMb3yNTE OAHOMMEHHYIO KOMaHAY KOHTEKCTHOIO MEHI0).

Ha akpaHe nosiBUTCSA OKHO HAaCTPOMKK NapaMeTpoB CepBuca.
2. BHecuTe Heo6X0AMMbIe USMEHEHNS N HAXXMUTE KHOMKY "lMpumMeHnTb".

Ana yaaneHua cepBuca/rpynnbl CEpBUCOB:

1. [ns ypaneHus cepsuca BbibepuTe ero B CNUCKE U B NaHean MHCTPYMEHTOB Ha-
XMUTE KHOMKY "YaanuTb cepBuc" (MAM MCNONb3ynTe KOMaHAy KOHTEKCTHOro
MEHI0).

Onsa ynanenus rpynnel Bbibepute ee B nyHkTe "LleHTp ynpaBneHus cetbio | Cep-
BUCbI", BbI3OBUTE KOHTEKCTHOE MEHIO U BbibepunTe KoMaHay "YaanuTtb rpynny cep-
BMcoB".

Ha skpaHe NosBUTCS 3anpoc Ha yaaneHue.
2. HaxmuTte kHonky "da".

Mpumeyanue. Mpyu yganeHun rpynnbl ceTeBbIX OOBEKTOB, KOTOpbIE MCMOMb3YKOTC B MpaBumiax
hunbTpaLMM UNK TPAHCNALMK, HA 3KpaHe NOSIBUTCS NpeaynpexaeHue o6 yoaneHun npasun 4s 3ToM
rpynnbl. Haxmute kHonky “"[a" ans yaanexus rpynnbl BMecTe ¢ npasunamu. KHonka "Het" otmeHseT
yAaneHue rpynbi.

Fpynna 6yaeT yaaneHa w3 cnmcka HeMeaslieHHO, a cBeAeHus 0 Hell — n3 6asbl
AaHHbIX LYC 6e3 BO3MOXHOCTWM BOCCTaHOBNEHUS. pu 3TOM 06bEKTbI, KOTOpbIE
BXOAWNW B 3Ty rpynny, He 6yayT yaaneHsol.

BpemeHHble UHTEpBanbl

Onsa Bbi30Ba CNUCKa BPEMEHHbIX UHTEpPBaJioB:

e B neBon yactn okHa nporpammbl yrnpasneHus Bblbepute nNyHKT "LleHTp ynpas-
NeHus ceTblo | BpeMeHHble nHTepBanbl".

B npaBoﬁ 4acCTh OKHa OTOGpaSVITCﬂ nepeyvyeHb BpEMEHHbIX MHTEPBAOB.

MpumeyaHme. Ecnu BpeMeHHble MHTepBaribl He CO3AaBanuCh, N0 YMOMYaHMo NPUCYTCTBYET MHTepBan
n "
[MocTosiHHO".

Ans co3aaHns BpeMEeHHOro uHTepsana:
1. BbI30BUTE CNMCOK BPEMEHHbIX MHTEPBAOB.
2. B naHenu MHCTpyMEeHTOB HaxxmuTe kHomnky "Co3aaTb BpeMeHHON nHTepsan".
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Ha skpaHe nosiBUTCS OKHO HaCTPOMKKN MapaMeTpoB BPEMEHHOMO MHTEpBasa.

BpemeHHoR nHTEpEan

HazsaHne

Onmcanme

BpeMeHHON MHTEpEan

33A3ITE MHTEPBaENE! BPEMEHN ASACTEMA NPABKN: NOASEAMTE YK33ATENE MEILMW K TPEGYEMOMOMY EPEMEHW COOTEETCEYIOWETD IHA
HEAENM, HEXMWTE NEEYID KHOMKY W, HE OTTYCKaRA, Sa30aiTe MHTEpEaN.

Tarxke 3a4aTe MHTEPEANE! BREMEHM MOKHO C KNEBMETYPE! B POPMATE BPEMA HAYaNa - BREMA 3aBepWeHWA (HECKONbKD MHTEpBaN0E
sapalTcA Yepes pasaemmTent ;") Hanpumep: 10:00-12:00; 15:30-17:55

W Hepenu:

Monegenshus | 0:00 -6:00; 14:30 - 2+

BTopHuK 0:00 - 6:00; 14:30 - 2
Cpena 0:00 - 6:00; 14:30 - 24
YeTEepr 0:00 -6:00; 14:30 - 2+
MATHALE 0:00 - 6:00; 14:30 - 2+
CyBfoTa 0:00 - 24:00

Bockpecerpe  0:15-2400

v

3. YkaxuTe B none "Ha3BaHue" HauMMeHOBaHWE AAHHOMO pacnucaHus, a B nose
"OnncaHue" — AONONHUTENBHYIO MH(OPMALMIO O HEM.

Cogert. 10 BO3MOXHOCTY [JaBaiATe pPaCcnUCaHUAM OCMbICTIEHHbIE HAa3BaHMs, TaK Kak npu HacTpoike na-
paMeTpOB Mpasun GUNbTpaLMM BLIGOP 3TOTO aNeMeHTa NpaBuma OCYLECTBAAETCA TOMLKO MO ero Ha-
3BaHMI0.

4. YKaxuTe BpeMs AeNCTBUSA NpaBuaa — MNoABeauTe KypCcop MbilK K Hayany WH-
TepBana BpeMeHu B TpebyeMbln AeHb HeAenn, HaXMUTE JIeBYH KHOMKY U, He
oTnyckas, nepeeseauTe Kypcop K KOHUY WHTepBana. [ns 3agaHus Apyroro MH-
TepBana NoBTOpuTE onepaunio. Takxe 3a4aTb MHTEPBasibl BDEMEHN MOXHO C Kna-
BMaTypbl B ¢opmaTe "BpeMs Hadana — BpeMs OKOH4YaHus", ncnonb3ys B
KayecTBe pa3rpaHuyunTens Mexay MHTepsanamum O4HOro AHa cumeon ;™.
BHumMmaHue! Bpems, ykazaHHOe B HacTpolikax MHTepBanoB, COOTBETCTBYET Bpe-
MeHn no MpuHBM4uy (GMT). M0O3TOMY NpwM HACTPOMKE BPEMEHHbLIX WHTEPBAasoB
Heo6XxoAnMO BBOAUTbL NOMPABKY, YUYMTbIBAOLLYO YACOBOW NOSIC, B KOTOPOM A0/X-
Hbl AeMCTBOBaTb NpaBmna GuabTpaumm.

5. HaxmuTte kHonky "OK".
B cnucke nosBUTCA MMSA HOBOrO BPEMEHHOIO MHTEpBana.

Ana n3MeHeHUs NnapaMeTpoB BpeMEeHHOro MuHTepsana:
1. BbI30BUTE CNUCOK BPEMEHHbIX UHTEPBASIOB.

2. Bbigenute B crnincke TpebyeMblli BpeMEHHOW WHTEpBas WU B MaHenu WMHCTpY-
MEHTOB HaxxmuTe kKHonky "Ceoncrea".

Ha akpaHe nossBUTCS OKHO HAaCTPOMKM NapaMeTpoB BPEMEHHOIO MHTepBana.
3. Beegute HeobxoauMble U3MEHEHUS B COOTBETCTBUM C OMWUCAHHOW Bblle npo-
Leaypon u Haxmute kHonky "OK".

Ansa yAaJlieHna BpeMeHHOro MHTepBana:

BHumanue! Mepen ynaneHnem BpEMEHHOTO WHTEPBANa ero He0OX0AMMO UCKMKOUMTL U3 NpaBun dunbTpa-
LMK 1 TpaHcnALmMK.

1. BbI30BUTE CNUCOK BPEMEHHbLIX UHTEPBANOB.

2. BbI30BMTE KOHTEKCTHOE MEHK YAansieMOro BPEMEHHOro MWHTepBasa M ak-
TUBUPYNTE KOMaHAy "YaanuTb BpeMeHHOM nHtepsan...".
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Ha skpaHe nosiBUTCS 3anpoc Ha yaaneHne BpeMeHHOro MHTepBana.
3. Haxmwute kHonky "[a".

BpemeHHOW WHTepBan 6yaeTr ypaneH M3 CiUCKa HeMeasleHHO, a CBeAeHUus O
HeM — n3 6a3bl gaHHbIX LIYC 6e3 BO3MOXHOCTU BOCCTAHOBIEHUS.

Mpumepbl ceTeBbIX 00HLEKTOB

B gaHHOM noapaspene npuBeAeHbl NMpUMepbl CeTeBbiX 06bEKTOB A1 CXeMbl, Mo-
Ka3aHHOW Ha pUCYHKE HUXe.

JawmMwaeman noKaneHan
ceTb prunuana 1 i

3awmaeman NoKanbHas
CETh LEeHTpanbHoro odmca

em 0
10.1.1.2/24

Pabouee mecto
aamMMHUCTpaTopa

emD
10.1.1.3/24

JawMwaeman AoKaneHan
ceTb puanana 2

Ha cxeme Ans Ka)kgaoro KpunTOLW/I03a yKa3aHbl €ro BHEWHWN U BHYTPEHHWUIN WH-

Tepdencol.
KW c UyC
BHewHnM emO 10.1.1.1/24
BHyTpeHHWI em1 192.168.1.1/24
KL 1
BHewHnM emO 10.1.1.2/24
BHyTpeHHWI em1 192.168.2.1/24
KL 2
BHewHnM emO 10.1.1.3/24
BHyTpeHHWI Em1 192.168.3.1/24

[nsa cosgaHns 06beKTOB MCMOJIb3YWTE NpoLEeaypY, ONUCAHHYIO Ha cTp. 16.

Cetb

Co3pante Tpum obbekTa: 3awumuwaeMas ceTb LEHTpasbHOro oduca, 3awuwaemas
ceTb punuana 1 n 3awmwaemas cetb bunmana 2.

LleHTpanbHbiit opuc

MapameTp 3HaueHue
HazBaHue LleHTpanbHbIn oduc
OnucaHue 3awuaemas ceTb LeHTpanbHoro opuca
Unicast Unicast
IP-anpec 192.168.1.0
Macka 255.255.255.0
AMNKL "KoHTMHeHT". Bepcus 3.9 24
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MapameTp

3HaueHue

Tvn NpMBA3KHK

3awmuiaemblin

Kpuntowntos KL c 1UyC
NHTepderic eml
dunmnan 1
MapameTp 3HaueHue
Ha3saHue Ounnan 1
OnucaHune 3awmwaemas ceTb punmana 1
Unicast Unicast
IP-appec 192.168.2.0
Macka 255.255.255.0

Tvn NpuBA3KK

3awmilaembin

KpunTownio3 KW 1
NHTepdelic eml
dunnan 2
MapameTp 3HaueHue
Ha3BaHue dunnan 2
Onucanue 3awmuwaemasn cetb punmana 2
Unicast Unicast
IP-anpec 192.168.3.0
Macka 255.255.255.0

Tvn NpMBA3KHK

3awmwaembliin

Kpuntowntos KL 2
NHTepderic eml
XocT

CospanTe Tpm obbekTa: XOCT B 3allMLLiaeMON CETU LIeHTpanbHOro oduca, xXocT B 3a-
wunwaemon cetn dmnmnana 1 1 xocT B 3awmiaeMmon cetu punmana 2.

Xoct 1
MapameTtp 3HauyeHue
Ha3saHue Xoct 1
OnucaHue XOCT B CeTU LeHTpanbHoro odpuca
Unicast Unicast
IP-appec 192.168.1.1
Macka 255.255.255.255
Tvn NpuBA3KHK BHYTpeHHUI
KpunTowwnto3s KW c 1uyC
NHTepdelic eml

XocTt 1.1
MapameTp 3HayeHue
Ha3ssaHue XocT 1.1
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MapameTtp 3HauyeHune
OnucaHwue XocT B cetn punmana 1
Unicast Unicast
IP-appec 192.168.2.1
Macka 255.255.255.255
Tvn NpMBA3KHK BHyTpeHHWI
Kpuntowntos KL 1
NHTepderic eml
Xoct 1.2
MapameTtp 3HauyeHune
Ha3saHue Xoct 1.2
OnucaHwne XocT B ceTn punmana 2
Unicast Unicast
IP-appec 192.168.3.1
Macka 255.255.255.255
Tvn NpuBA3KHK BHyTpeHHWUI
KpunTownio3 KL 2
NHTepdelic eml
Co3aaHHble € YKa3aHHbIMW NMapaMeTpaMu 06bEeKTbI OTO6pa3ﬂTCﬂ B CNMUCKeE CeTeBbIX
06beKTOB.
Ceresbie 06BLerTh
Haseatme :DnmcaHme | |IP-appec Macka Kpunmownios :Tmn MPHWBAZIKH [ WrTepgeiic
NMioBioit MioBoti 0.0.0.0 0.0.0.0 Het
LleHTpaneHsiit odue  3aWMLEsman ceTe UeHTp... 192.168.1.0 255255 2550 Kl ¢ LIMC 3alnLEEMbIi eml
Punman 1 3awnwuaeman ceTe ornva... 192.168.2.0 255.255.255.0 Kl 1 i aemMeIA eml
Punman 2 Jawmnuaeman ceTs dmnva... 192.168.3.0 2552552550 Kl 2 3alnuaembii em1
Yoot 1 XpCT B CETM UeHTpaneHor ... 152.168.1.1 2h5.255 255255 Klllc LIYC BHyTpEHHWIA eml
¥ocT 1.1 HpcT B ceM gunwana 1 152.168.2.1 255256 205255 K1 BHyTpeHHMiA em1
HocT 12 ¥pcT noace™ bunuana 2 192.168.3.1 255255255255 K2 BHyTpeHHMiA em]
< mn >

YcTtaHoBneHue napHbIX CBA3EN

MeXay KpunToLwo3amMm

MapHas cBSI3b — 3TO CBSA3b MEXAY ABYMS KPUMNTOLUMO3aMWN, KOTOpasi 03Ha4yaeT, 4To
TpaduK, rnepegaBaemMblii Mexay HWUMU, OOMKEH ObiTb 3awndpoBaHHbIM. [pn no-
ctpoeHun VPN "KoHTuHeHT" Heobxoammo 3adaTb MNapHble CBA3W 4SS BCEX Kpun-
TOLLI030B, MeXAY KOTOPbIMW AO/KHbI YCTaHaBNMBATbLCS 3alLMLLIEHHbIE COEANHEHUS.

[na ycTaHOBNEHMS NapHbIX CBSA3ei B CBOMCTBAX KPUMNTOLWI03a POPMUPYIOT CMUCOK
Tex KpUNTOLUJIH030B, C KOTOPbIMU AO0MXKHbI 6bITb YCTAaHOB/IEHbI TAKME CBA3M.

KonnyecTtBo 3aluLleHHbIX

coeanHenunn (VPN-kKaHanoB) AN KaXAaon napbl CBS-

3a@HHbIX CETEBbIX YCTPOWCTB COOTBETCTBYET KO/IMYECTBY 3apErncTpMpPOBaHHbIX B CU-
cTeMe KnaccoB Tpaduka (cBeaeHms o knaccax Tpaduka npusoastcs B [3]).

Ans ¢opMUpoOBaHUA CNUCKA CBA3AHHbIX KPUMNTOLWIIO30B:

1.

BbI30BMTE KOHTEKCTHOE MEHIO KPUMTOLLS03a, A1 KOTOPOro HeobxoanMo cdop-

MUpOBaTb NapHble CBA3M, U aKTUBMPYNTe KoMaHAay "CeoncTsa...".

Ha akpaHe nosBuUTCa OKHO HaCTpOVIKM CBOWCTB A@HHOro KpUnToLsito3a.

AMNKL "KoHTMHeHT". Bepcus 3.9
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Ha Bknapke otobpaxatoTcsa aBa cnucka: "CeobogHble kpunTowno3bl" n "Ces-
3aHHble KpUNTOLWO3bI".

CBOMCTEa KpUNTOWwA3a - KL &

Ofwme ceEegeHHA 1. VsmeHeruA B HACTPOMKEX CEA3EA NPMMEHA TCA HEMEANEHHO.
WMHTepdeicl CeobiogHble KpMNTOLWNOS6! CBA3AHHLIE KpMNTOWNOS6!
¥npaeneHue Qos
P a Hazeanue Hazeanue MpuoputeT Cxame Bperna
DHCP Kl ¢ LIYC
Kill4 aef
KypHanel K2
KIL3

PezepENDOEaHNE
MapLupyTu3auua
Mu-WAN

DMS
WriopupoeaTe enar DF B saronoekax nakeTos
CeAzn
Jawmwuaembie ceTessle ofbekTol
;':'\.J'IbTEpHEITl-1BHbIE al..

PuneTp:  Bre -
SSH
Ceteoi ofbexT |P-appec KL MpuopuTeT
SNMP
YNeHCTED B rpynnax
BepcuA MO
TecwpoBaHwe miuHka:  VHTepsan: ¢ Moneimok:

v

Ecnn napHble CBA3U MeXAy Kpuntownk3aMum He co3daBasnCb, CNUCOK CBA-
3aHHbIX KPpUNTOLLTHO30B GYAET NyCTbIM.

3. CdopmMupyliTe CNMCOK CBSAI3aHHbIX CETEBbLIX YCTPOWCTB. [N 3TOro nepemMectuTe
KPUNTOLUJII03bI, C KOTOPbIMUK A0/KHA ObiTb YCTaHOB/IEHA NapHas CBS3b AAHHOIO
KPUMTOLLJI03a, B CMNCOK "CBSA3aHHbIE KpUNTOLWI03bI".

MepemMelarnTe BbibpaHHbIE 3/1IEMEHTbLI U3 CNMUCKA B CMMUCOK C MOMOLLbK KHOMOK
O S R

4. Ecnun paHHbi KW (Ha pucyHke Huxke KLU 1) nmeeT napHble CBA3M C ABYMS ApY-
rmmm KW (KW 2 n KW 3), K KOTOPbIM MMEET MPUBA3KY OAMH M TOT Xe 3a-
wmLaemMblii ceteBo 06beKT, Heobxoammo ans kaxgon cessm (KW 1—KLW 2 un
KLU 1—KLL 3) ykasaTb NpuopuUTeThbI, B COOTBETCTBMM C KOTOpbiMK KLU 1 6yaeT oT-
NpaBnsaTb 3awWmMdpoBaHHbIE MNaKeTbl 3alMaeMoOMy ceTeBOMy 06bekTy. [Ansa 3T1o-
ro Bbigenute none "MpuoputeT"”, packponTe CNNUCOK U BbiI6epUTE B HEM HYXHOE
3Ha4yeHune. lonycTumblie 3HaveHus: 1-255, rae 3HaueHue "1" — caMbiil BbICOKUI

NMPpUOPUTET.

OBLLMe cBegeHUA 1. Wsmeretna 8 HacTpoKEX CEASEN MDUMEHAIOTCA HEMEANSHHD.

VIHTepdeiicl CaofioaHbie KpUNTOLNIOSE! CBAsaHHbIE KPUNTOWNOSE!

JUPaBAEHEITCS Hassanwe HazsaHwe Mpuopuret Cxame

DHCP Klll ¢ LIYC K2 10 Bes cxamn
KiL4 P | s 2 Bes cxama

HKypHansl

PezepEHPOEaHIE

MapLupyTHzauua <

Multi-WAN

DNS
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5. Mpu HeobxoanmocTn ang kaxgoro KW m3 cnuncka "Cesa3aHHble KpunTOLWO3bl"
YKaXWUTe HYXHbIA pexuMm cxatma nepepasaembix IP-nakeTtoB. s 3TOro Bbl-
aenute none "Cxatune", packponTe CNMCOK U BblbepuTe B HEM HYXHOE 3Ha-
yeHue.

Cnuncok coaepxuT 3HauveHuns ot "1" go "9" n "bes cxatua". MNMpu nepexoae oT pe-
xuma "1" k pexummy "9" crteneHb cxaTtus IP-nakeToB yBenM4YMBaETCs U, CO-
OTBETCTBEHHO, YBENMUYMBaETCa BpeMsa coxatus. lNpu Bbibope 3HayeHus "bes
okaTtua" okaTtue IP-nakeToB He ocyLlecTBAseTCS.

6. Ecav npu obpaboTke IP-naketoB Heobxoaumo urHopuposaTb ¢nar DF B 3a-
rosloBKax, yCTaHOBUTE COOTBETCTBYIOLLYIO OTMETKY.

7. [ns kaxaok napHoi ceasu gaHHoro KLU (Ha pucyHke Bbiwe — KL 1) 3apanite
napamMeTpbl MpPoBEpKM paboToCnocobHOCTM KaHana. [Ona 3Toro BblgenuTe B
cnmcke "CBsa3aHHble KPpMNTOLLJIO3bI" CTPOKY NAapHOM CBA3M.

B HMXXHEN YyacTn OKHa 0TO6pa3nTCa CMNCOK 3aLMLLLAEMbIX CETEBbLIX 06HEKTOB.

Ha pucyHke Huxe BblbpaHa napHas cBsasb KW 1 — KW c UYC. lMpu atom B
CNncKe 3awmuaembix ceTeBblX 06bekToB 0TOb6pasaTcs npuesAsaHHble kK KW ¢
LLIYC ceTeBble 06bekTbl host 1 1 host 2.

CEOCTEa KpUNTOWwN03a - KL

OBLLMe CBeaeHNA 1. VameHeHnA B HaCTPOMKEX CBASEA NPUMEHAITCA HEMEANEHHO .

WMHTEpdeickl Ceo6oaH5I2 KpMATOLWNISSE CBA3aHHbIE KPWNTOWKSE

¥npasnexne Qo3 HazsaHue HazsaHue MpuopureT Cxame Bpermna

DHCP K4 Klll c LYC 10 5 14:28:3809.0...
K3 K2 HET Bes cxkamn 14:29:02 09.0...

KypHane!

Pe3epENpOBaHIE <

MapLpytnzaumna PP

MALI-WAN

DMNS

Wrropwposate dnar DF 5 saronoexax nakeTos
CeA3mN

Jawmuzemeie cetesbie ofbekTel Kl o LUYC
.-':'\J'II:TEpHaTl-1BHbIE ag..

PuncTp:  Bee -
SSH

CeTesoi ofbexT |P-agpec KL MpuopuTeT

SNIVIP host 1 11.11.11.15/32 KL ¢ LUVC (v
UneHcreo B rpynnax host2 12.12.12.15/32 KWW c LIYC @0
Bepeua MO

Tecvposanwe nubka: Vutepsan: 10 - ¢ [Monbimow: | 3

v

BHumMaHue! [115 npocMoTpa CNncKa 3almilaeMbiX CETEBbIX 06bEKTOB MOXHO UC-
nonb3oBaTtb GpuNbTP. BapmaHTbl ncnonb3oBaHns dunbTpa:

e Bce — B cnucke oTobpaxatoTcs BCe CceTeBble 06BEKTbI, MPUBS3aHHbIE B paM-
Kax BblbpaHHO NapHOM CBA3K;

e MHoro cBs3en — oTobpaxatTcs ceTeBble 06beKTbl, NpMBSA3aHHble K 6onee
yem ogHomy KLU ;

e OpHa cBsA3b — oTobpaxatoTcs ceTeBble 06beKTbl, MPUBSA3AHHbIE TONIbKO K 04-
Homy KLL.

8. B none "WHTepBan" Bbibepute MHTEpBan BpPEMEHW Mexay MpoBepKaMu pa-
6oTtocnocobHoCTM KaHana. [JocTynHble 3HaveHnsa: 1-60 cekyHA.
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B none "MonbiTok" BbiIbepuTe KOMMYECTBO NPOBEPOK, HA OCHOBAHWMW KOTOPbIX
npUHMMaeTcs peleHne o HepaboTocnocobHOCTM KaHana. [JocTynHble 3HaYeHns:
1-10.

Mpumeyanue. BeeaerHble 3HaueHns ByayT npumeHeHb! k kaxaomy KLU napHoit cesism.

9. HaxmuTte kHonky "OK" ans coxpaHeHns U3MeHeHU.
MN3MeHeHns B JaHHOM Ananore BCTyNatT B CUJTy Cpa3y MOC/ie UX BHECEHUS.

C 3TOro MOMeHTa AlaHHble CeTEBble YCTPOMCTBA MOryT YCTaHaB/IMBaTb MeXay CO-
6011 3aLlUNLLIEHHOE COeaNHEHNE.

BHumMaHue! MapameTpbl okatna IP-nakeToB KaXaoro 3 AByX KpUMnTOLWIH30B, CO-
cTaBnsawoWwmx napy s3anmogericreyowmx KLU, HacTpansatoTcs OTAEbHO U MOTYT He
coBrapjaTb.

I'pynn03b|e onepauunn ¢ napHbIMK CBA3AMU

Ona  ycTaHOBMEHUS NapHbIX CBSI3eM MeXAy KPUMTOWI3aMu  UAW  Kpun-
TOKOMMYTaTOpaMu MOXHO MCMOMb30BaTb FPynnoBble onepaunn. OHM NO3BONSIOT Bbl-
6paTb B cnucke cpaly Heckonbko ceteBbix ycTponcTB (KLU nnan KK) u cospatb ans
HUX NapHbIE CBS3UN C APYFMMU CETEBLIMU YCTPOCTBAMUN U3 CriMCKa.

C NoMOLLbIO FPYNMOBbIX ONEpPaLUii MOXHO:
e C034aTb MNOJIHOCBSA3HYO MaTpULYy A FPYNMbl CETEBLIX YCTPOICTB;

e no06aBuTb A4n9 rpynnbl CETEBbIX YCTPOWUCTB MapHble CBA3M C APYTMMU CETEBbIMU
yCTpolcTBamu;

e yAanuTb BCE MapHble CBA3M MEXAy CETEBbIMU YCTPOWCTBAaMKU Bbi6paHHOW rpyn-
Mbl;

e yJ[anuTb NapHble CBSI3N Y BCEX CETEBbLIX YCTPONCTB rpynnbl.

[Ana BbINOJIHEHUS rPynnoBbiX onepauui:

1. [llepeiante K CMWUCKY CETEBbIX YCTPOWCTB (KPUMTOLWIMO30B WAM  Kpum-
TOKOMMYTaTOPOB) M BblAENINTE C NOMOLLbIO KnaBuwmn <Ctrl> rpynny ycTpoicTs,
L1191 KOTOPbIX HEO6XO0ANMO BbIMOMHUTL FPYMMOBYHO ONEepaLmio.

Ha pucyHke HuXe nokKasaH CMMCOK KPUMTOLWI30B, B KOTOpbIN BXxoaaT KL ¢
LYC, KW c CA v KW 1 — KW 5. BeibpaHa rpynna KW 1 — KL 3.

Kpuntorpadmueckme wnwosm
Hazeanwe Ormcanme | HYacTHein pexin
# Kl c LUYC
# Kl c CO
i Kuwi
f2 Kuwz
d» Kuw3
Ed KL 4
# KW5

2. HaxmunTe Ha NnaHenu MHCTPYMEHTOB KHOMKY "pynrnoBble onepaunn”.
Ha skpaHe nosiBMTCS OKHO MacTepa rpynnoBbIiX onepaumii.
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WacTep rpynnoBsix

Mapametphl

MNapameTpel TR OACTE,

OBwme cEeaeHWA
HKypHane
MapwpyTHsayua
CeAsn

Hacrpoitkn SNMP
YneHCTED B rpynnax
Bepcwa NO

L (war 1 u

Yacosoil nosc

(UTC) Bpema B dopmaTe UTC
Beenex B aKcnnyaTawio
Markumi pexam
AyTeHTUDWK LA NONE30BaTENSA

]| ONTMMUSaLMA NPaBIn SUNETPaLMK

MWHUMENEHEIA pa3MEp CXMMaBMoro NakeTa, BaiT 1500
lMepuon KOHTPONA LENOCTHOCTH DAANOE, MHH. 1440
Pasmep NpoBEpREMOro CErMEHTa AaHHbIX, BaAT [i}
| AsTomatiueckwi nowck MTL B kaHane ynpasneHwa
| ABTomamadeckwid nowck MTLU B kanane VPN

Yeranoeute MSS nonesoeatensckoro Tpadka [i]

Omvera

3. MNepenaute B paspen "CBa3un", yctaHoBUTE OTMETKY "HacTpowka napHbIX CBS-

3en" n B none "Nencreune" Bbibepute "[JobaBneHne napHbIX CBSA3E

NeHune napHbIx cBszen".

€p rpynnossl

epaumi (war 1 n

n" vwnn "Ypa-

Mapametpbl

MNapameTpel yeTporcTE.

DBwme cEegeHnA
HKypHane
MapwpyTuzaumna
CBAZN

Hacrpolikn SNMP
YneHCTES B FpyNnax

Bepoua MO

wnosax!

| HacTpoika napHeix ceAsei

Deiicteve:  [oBasneHue napHsix cBA3el =
MNonHocBAsHaA MaTpWLE MEX Oy BeiBpaHHbMIA KLU

ToBaEuTE NapHble CEASW © BeIGparHeimi KL

Brrarme! HMamenerns noSasaT/y0anaT napHLIe CBASM Ha BbIBpaHHEIX KPMNTOrpagmuyeckng

Hazearue Hazsarve

|B|:|...

Omera
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e Ecnu BbibpaHo yaaneHue napHbix cBs3en, BbibepuTte "YaanuTb NapHble CBSA-
3n mexay BblbpaHHbiMu KW" wnn "YpanuTb BCE napHble CBA3W Ha Bbl-
6paHHbIX KLLU".

Bruraanie! Mamerenna noBaeAT/YoansT NapHLIE CEASK Ha BEIOPaHHED: KOWMMTOr DagMYECHKX
ol
wntosax!

| HacTpolika napHbx ceasei

Oefictene: | ¥aaneHwe napHeix ceAzed h

¥OanTe NapHele CBASWM Mex Oy BeifpadHer KL

¥OANWTE BCE NapHBIE CEASW HA BeIGpaHHeD: KL

MepenguTte Kk N.5.

e Ecnn TpebyeTcs co3aaTh MOSIHOCBSI3HYHO MaTpuuy ANsS rpynnbl BbiIOpaHHbIX
yctponcte (KWW 1 — KW 3), ycraHoBuTe nepeknwoyaTenb B CO-
OTBETCTBYHOLLEE MOJIOXKEHME U NepenanTe K n.5.

e Ecnu Tpebyetca nobaButb Ansa rpynnbl BbibpaHHbIX ceTeBbiX ycTponcTts (KLU
1 — KWW 3) napHble CBA3M C APYTMMU CETEBBLIMU YCTPOMCTBaAMM, YCTAaHOBUTE
nepeksyaTenb B COOTBETCTBYOLEE NOSIOXKEHNE.

B neBoM cnucke oTob6passATCcs BCe 3aperucTpMpoBaHHble CeTeBble YCTPOi-
CTBa, 3a UCKtoYEHMNEM BblibpaHHbIx ycTpoincTB (KLU 1 — KLU 3).

4. TepemMecTuTe U3 NEBOrO CMMCKa B NpaBblil Te YCTPOMUCTBA, C KOTOPbIMU AOSIKHbI

6bITb YCTaHOB/IEHbI NAapHble CBA3M Kaxaoro ycrporcrea rpynnbl (KW 1 — KL 3).
Hanpumep, KWW 4 n KWW 5.

[oGaEnTe NapHele CEAZKM C BeIBpaHHEMM KL
Bce kpunTorpatuyeckre W03k ¥3Nbl CEA3aHHLIE C BEIGPAHHEIMW
KIL
e s HazeaHwe Bpema
. 4
KW e LIYC " Kl
R
KW_c_CO Kl 5
L

5. HaxmuTte kHonky "Hanee".

Ha skpaHe nosBuTCa cnepytowee OKHO MacTepa C npeayrnpexzaeHueMm O Bbl-
NosIHSIeMON onepauun.

6. Haxxmute KHOMKy "MpuMeHunTb".

Onepauus 6yaeT BbINO/IHEHA, U HA SKpaHEe NOSIBUTCS Cneaytollee OKHO MacTepa,
oTobpaxatoliee pesynbTaTbl BbINMOJHEHHOW onepauuu. B HMXKXHEN 4yacTu OKHa
pacrnosiokeHa ccbiika "lMocMoTpeTb OT4YeT", Mo KOTOPOW MOXHO Bbi3BaTb Ae-
Tann3npoBaHHbIE pe3ybTaTbl ONepaunn B BUAE TEKCTOBOrO daina.

7. HaxmuTte KHoONKy "[0TOBO" ANS 3aBepLleHns onepaumi.

HacTponka napameTpoB MmapLipyTusaumm
BHuMaHue! B paHHOM nogpasfgene onuvcaHa HacTpolika CTaTMYecKon Maplu-
pytmnsaumn B VPN. HacTpolika AMHaMmnyeckoin MappyTmnsaumm onucaHa B [5].
MpaBuna MapwpyTusaumMm pasgensoTcs Ha ABa TUna:
e npaBwuna, cpopMMpOBaHHbIE KOMMJIEKCOM aBTOMaTUUYECKHU;
e MpaBwuna, 3a4aHHble aAMUHUCTPATOPOM.
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MpaBuna, chopMUpoOBaHHbIE aBTOMATUYECKWU, MpeaycMaTpuBaloT B3auMoAelcTBue
TONbKO MeXAay CerMeHTamuM CeTWu, MOAK/OYEHHbIMU HEMOCPEeACTBEHHO K WH-
Tepdencam kpuntowstosa. PopMMpoBaHME TakMX MpaBUi MPOUCXOAMT Mpu Ao-
6aBneHMM o4YepefHOro agpeca ceTeBOro uHtepdenca. [lMpaBuna 3Toro Tuna
AENCTBYIOT MOCTOSIHHO M HE MOTyT 6bIThb yAaneHbl UM U3MeHEHbl alMUHUCTPATOPOM.

Ha ocHoBe npaBun MaplipyTM3auuu MOCTOAHHOMO AeWCTBUS KOMMEKC aB-
ToMaTuyeckn opMUPYET BpeMeHHble npasuna. BpemeHHoe npaBuio popMupyeTcs
npu MNOCTyMeHUM Ha KpunTowno3 IP-nakeTa, agpecoBaHHOro oAHOMy M3 abo-
HEHTOB 3alUMLAEMOi ceTi. Takoe NpaBuIo UMEET OrpaHUYEHHOE BpeMs AelCTBUS,
M ecnu 3a 3TO BPEeMS Ha AaHHbI aapec He NOCTynaeT HOBbI MaKeT, NPaBuI0 YHU-
yToXaeTca. Ecnn nakeT NOCTynaeT, OTCYET BPEMEHU AENCTBUS NpaBuia HauymMHaeTcs
3aHoBO. KpoMe npuBeAeHHOro NpvMepa BpeMEHHbIE NpaBusia Co34akoTCsa TakxKe Mnpu
Ha UMM Ha NyTU NpoxoxaeHus IP-nakeTa ceTei, XapaKTePU3YIOLWNXCA 3HAYEHNEM
MTU MeHbLLMM, YeM y MHTepdeica KpunTownto3a. MpaBuaa 3Toro TMna He MoryT
6bITb YAaneHbl AN U3MEHEHbI aAMUHUCTPaTOpoM. OHKN He 0To6paXkaloTca Ha 3Kpa-
He.

Ecnn 3awmwaeman cetb NOACOEAMHEHA K KPUMNTOLWWIO3Y 4epe3 MaplpyTusaTtop,
npasuna MapwpyTtmsaumm ansa aboHeHTOB 3TOW CeTW 3a4al0TCA aAMUHUCTPATOPOM.
OTu Npaswuia AeNCTBYIOT MOCTOSHHO.

Ansa NnpocMoTpa U peAakTMpoBaHUSA NpaBu MaplipyTusauum:

1. B rnasHoM okHe Y LYC BbibepuTte pasgen "Cetesble ycTponicTtBa KOHTUHEHT" 1
B HeM — "KpunTowwno3bl".

B okHe oTo6paxxeHns HpOpMauMmn NOSIBUTCS CMMCOK KPUMTOLLJTO30B.

2. BbibepuTe KpMNTOLIIO3, BbI3OBUTE KOHTEKCTHOE MEHIO U fanee BbibepuTte NyHKT
"CsoicTBa".

Ha skpaHe nossuTcsa okHO "CBOMCTBa KpunToLwo3a".
3. [NepenauTe Ha Bknaaky "MapuwpyTtmnsauma".
Ha Bknagke otob6pasATca HACTPONKM NpaBwu/ MapLipyTmM3aumn.

Tun: Cratv4eckan -

MHopmawma o MapwpyTax:

Appec HasHaseHWA Macka Cregytowii ysen
10.10.10.10 255.255.255.0 0.0.0.0
11.11.11.11 255.255.255.0 0.0.0.0

1

n nnnn .--I.--I.--Il;
u (TRTRERE (NN b

nnn
(TR LR

BHuMMaHue! He wu3sMeHsNTe HacTpoihikm B guanore "MapwpyTtusaumna" 6es
KpanHen HeobxoauMocTu. MNpu HEKOPPEKTHOM BBOAE MpaBW MapLipyTusaumm
KpunTtowwnto3 pabotaTb He 6yaeT.

Cnuncok NpaBua MapLLpyTM3auumn oTobpaxkaeTcs B BuAe Tabnuubl, Kaxaas cTpoka Ko-
TOPOW COOTBETCTBYET OAHOMY Mpasuny. MNepeyeHb nonei Tabauubl NpaBun Maplu-
pyTU3aumMm 1 Nx onncaHme NpeacTaBieHbl B TabanLe HUXE.

Tab6n.1 Mona Tabnuubl NpaBua MapLIpyTU3aumMm

Mone OnucaHue

Anpec IP-apgpec noacetn aboHeHTa-nony4artens
Ha3HayeHus

Macka Macka noacetn aboHeHTa-nony4atens

Cneaytowmnii | IP-agpec cneayrowero ysna, Yepes KoTopbli A0/KHbI NpoxoanTb IP-nakeTsbl
y3en Ons aboHeHTa-nony4vyaTtens
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MpaBuio MapLwpyTU3aLmMmK C HYJIEBbIMM MACKOIM 1 afpecoM HasHayeHusa oTobpaxaeT
MapLUpyT MO YMOJYAHUIO.

BHuMaHue! Eciin MaplipyT No yMOJ/YaHUIO CBA3bIBAET CETEBOE YCTpolicTBo € LIYC,
TO NOC/e ero u3MeHeHus coegnHeHune ycrtponcrtaa ¢ LIYC cTaHOBUTCA HEBO3MOXHbIM.
B aTOM cnyuyae TpebyeTca 3anncb HOBOW KOHMUIypauum Ha HOCUTENb M MOBTOPHas
MHULUMaNM3aums ceTeBoro yCTponcraa.

Hynesol agpec B ctonbue "Cneaytownin yzen" ykasbiBaeT, UTO JaHHas NoaceTb A0-
CTYMHa HanpsMyto Yyepes nHtepdeinc, 6€3 NpoMexXyTOUYHbIX MapLLIPYTM3aTOPOB.
Hanpumep, ana cxembl, NnpuBeaeHHon Ha cTp. 24, y KWW c LUYC n KW 1 6yayT aB-
TOoMaTu4yeckn chopMmpoBaHbl ceayrowme npasunia:

KW c uyC

Tun: | CTaTn4eckan i

WMHpoprawa o mapwpyTa::

Appec HaZHaYEHKA Macka Cnemytowii ysen
10.1.1.1 25525525560

=

"

.
=
u

==

0
B.1.1 2552552550 0

I
u
=
uuuuuu u (AT RN

0.1.1.2

92.1

a —

[ = - |

nn
RURTR

KW 1

Tn: CTaTtudeckan %

MHDOopMaLMA 0 MapLIpYTaX:

Appec HazHaYeHWA Macka Cnemytowmii ysen
10.1.1.2 2hh 255 255 0 0.0.0.0
15216821 2hh 255 255 0 0.0.0.0

B paccmaTpvBaeMOM npuMmepe CO34aHHble MapLlpyTbl noagaepxuBaroT GYHK-
LMOHMPOBAHME NaPHbIX CBA3EWN N AOMOHUTE bHbIE MAapLPYThl A7 TYHHENen mexay
KW c UyC, KW 1 v KWL 2 He TpebytoTCs.

OAHaKo Ha NpaKTMKe KpoOMe KOMMOHEHTOB, BXOASALWMX B COCTaB koMnnekca "KoHTu-
HeHT", ncnonblyeTcs ceTeBoe 060pyaoBaHNE CTOPOHHMUX NpousBoanTenen (Hanpu-
Mep, MaplipyTu3aTopbl MpoBakAepoB M Mp.), 4YTO MNPUBOAUT K HEobXoAMMOCTMU
BBOAWUTb AOMOSIHUTENbHbIE MapLUpPYThl.

MopxknioueHue KpMnrTouwnw3a K Mmapupyru3artopy nposaﬁnepa

PaccMoTpuM npuMep, B KOTOPOM AJ1A MOAKJTIHIOYEHUSA KPUMNTOLLSI03a K CETAM obwero
NMOJIb30BaHUA NCNOJIb3YETCA MapLipyTmn3aTop.

Ha pucyHke Huxe nokasaHbl kpunTtowno3bl KW 1 n KW 2. KW 1, nmetowmin IP-aa-
pec 30.1.1.1, moak/oyaeTcs K ceTsiM 06Lero nosib30BaHMs Yepes MapLipyTusaTop C
"6enbiM" IP-agpecom 100.1.1.1, HanpaB/ieHHbIM B MHTEPHET, 1 "cepbiM" IP-agpecom
30.1.1.254 ana coegnHeHus c KWW 1.

KW 2, nmerowminn IP-agpec 20.1.1.5, nogkntoyaeTcs K ceTam obuiero nonb3oBaHus
yepe3 MapuwpyTtusatop c "6enbiM" IP-agpecom 11.1.1.1, HanpaBneHHbIM B WH-
TepHeT, n "cepbiM" IP-agpecom 20.1.1.1 ana coeanHeHnsa c KLU 2.
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Ons obecneyeHnsa napHoi cBsasn mexay KLU 1 n KL 2 Heo6x0o4MMO Ha KaxaoM 13
HUX cpopMMpOBaTb AOMNONHUTENBHOE NPaBMIO MapLIpyTM3auumn. Huxe npusoanTcs
npumMep npoueaypbl dopMupoBaHma npasuna ansa KL 1.

Ans cbopmuposaHusa npasuna KLU 1:

1. Buibepute B cnincke kpuntownto3os KLU 1 n HaXXMnTe Ha NaHeNM MHCTPYMEHTOB
KHonky "Csoncrtea".

Ha skpaHe nosiBuTcsa okHo "CeoricTea KLLU".
2. [llepengnte Ha BKNaaky "MapuwpyTtusauyms”.

Ha Bknazke oTobpassaTcs npaBuia MapLupyTusaumm.
3. Haxmwute kHonky "[obasutb".

Ha skpaHe nossuTcsa okHO "BBoa agpeca”.

Beog agpeca =

IPv4 IPvh
- | |
Macia 0 = eat  0.000
Cnemytowmi ysen

O

4. BBeauTe 3HaAUYEHUS, KaK YKa3aHO HUXeE, 1 HaxXxMnTe kHonky "OK".

Mone 3HaueHue
Aapec HasHauyeHus 20.1.1.5

Macka 255.255.255.255
Cnepyowmmn ysen 30.1.1.254

MapwpyT C ykasaHHbIMM napameTpamum nossutca B Tabnuue "WHdopmauus
0 MapuwpyTax".

5. [ns 3aBeplieHns HacTPOMKKN HaXMnTe B okHe "CBOMCTBa KpMNTOLWWIt03a" KHOMKY
"MpuMenunTs" nnm "OK".
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Ansa ¢popmupoBaHusa npasuia KLU 2:

e BbinonHWTE oNMCaHHYIO Bbilwe npoueaypy npumeHntensHo K KW 2. YkaxuTte cne-
Aylolne 3Ha4YeHMs napamMeTpoB:

Mone 3HayeHue
Appec Ha3HayeHus 30.1.1.1

Macka 255.255.255.255
Cnepyowmmn ysen 20.1.1.1

[pynnoBble onepauumn ¢ NapaMeTpamu MapLIpyTU3aLmu

MpaBuno MapLpyTM3aLnm MOXHO 3a4aTb CPa3y HECKOSIbKUM CETEBbIM YCTPOMCTBAM.
Hanpumep, koraa Tpebyetrcs o4HO U TO Xe NMpaBuIO 3a4aTb HECKONbKMM YCTPON-
CcTBaM (rpynne ceTeBbIX YCTPOUCTB). 515 3TOro Heo6xoaMMo BbI6paTb HECKOJbKO Ce-
TeBbIX YCTPONCTB, KOTOPbIM AO/KHO 6bITb HA3HAYEHO NpaBusIo, 1 Aasnee C MOMOLbIO
rpynnoBbIX onepauui 3agatb Tpebyemoe npasuo.

Ana 3apgaHva npasuaa:

1. MNepenaute K CNUCKY CeTeBbIX YCTPOWCTB W BblAeNMTE C MOMOLLbK KiaBuLIn
<Ctrl> rpynny yCTpOWCTB, 4S5 KOTOpbIX Heob6xoAMMO 3agaTb NpaBMIO Maplu-
pyTusauumu.

2. HaxMuTe Ha NaHenn MHCTPYMEHTOB KHOMKY "pynnoBbie onepauunmn”.

Ha akpaHe nosBUTCS OKHO MacTepa rpynnoBbixX onepaunii (CM. pUCYHOK Ha CTp.
30).

3. Mepengute B pasgen "MapwpyTtmsaumsa" n BbibepuTte TMN MaplpyTusaumm —

"Cratndyeckasn".

Brurarme! M3meHeHa NonHOCTE SaMEHAT HACTPOMKK MAPLLPY TMSALLM HA BeIGDaAHHEX
KPMNTOrpapuuecki Wk sax!

Tun mapwpymizawn | CTaTMYeckan

MapwpyTs! MNoBaeuTs. ..

Appec HasHaYeHWA Macka Cnegyowii yzen

4. Haxmute KHonky "JobasuTtb".

Ha akpaHe nosiBuTCS hopMa ANns BBOAA NMapaMeTpoB MpaBufia MaplpyTusaumm
(cM. pucyHoOK Ha cTp. 34).

5. YkaxwuTe napameTpbl Npasuia MapLlpyTm3aumm n Haxxmmte kHonky "OK".
MapameTpbl NpaBuna oTobpassarcsa B Tabnuue "MappyThbl"”.
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Brumanme! M3meHEHMA NONHOCTE 38MEHAT HECTROMKKM MEPLWPY TW3aLUM Ha BeIBpEHHELX
KN TOrPEMYECKIK LN SaK!

Tin MapwpyTsawan  CTaTHM4eckan -
Mapmp:."rm [oBaBnTs. ..

Anpec HasHaYeHWA Macka Crenyrowmi yaen

10111 255 255 255 255 10.1.1.10

6. lMpu HeobxoamMMocCTM Ao6aBbTe Apyrue npasuna.

Ons pepaktnpoBaHusa Tabnuubl "MapwpyTbl" ncnonb3symnte kHonkun "dobasuTb",
"M3amMenuTb" n "Ypanutb".

7. Haxmute kHonky "Nanee".

Ha skpaHe nosBMTCHA cnepylollee OKHO MacTepa C npeaynpexaeHueMm O Bbl-
NnosIHAeMon onepauuu.

8. Haxmute kHonky "MpuMeHnTL".

Onepauusa 6yneT BbINOMHEHA, U Ha 3KpaHe NOSIBUTCSH crieaytollee OKHO MacTepa,
oTobpaxkawoliee pesynbTaTbl BbIMOJHEHHOW onepauun. B HMXKHEN 4YacTM OKHa
pacrnosiokeHa ccbiika "locMoTpeTb OT4YeT", MO KOTOPOWM MOXHO Bbi3BaTb Ae-
Tanu3npoBaHHble pe3ynbTaThl ONepaunn B BUAe TeKcTosoro daiina.

9. Haxmute kKHoMnky "0TOBO" AN 3aBEpLUEHMS onepaunm.

MpaBuna punbTpauun

Ons npoxoxaeHus Tpadmka Mexay 3almiaemMbiMm nokanbHbiMu cetamu VPN gonx-
Hbl 6bITb COOPMMPOBAHbLI COOTBETCTBYOLWME Npasunia dunbTpauuun. MNpasuna dop-
MUpYeT agMMHUCTPAToOp CpeacTBaMu nporpammbl ynpasneHus. CHopMmMpoBaHHbIE
npaeBuna xpaHsatca B B LYC B Buae eamHoro cnucka. Pabota ¢ npaBuiamu
dunbTpaunm nogpobHO onNncaHa B HACTPOMKaX MeXCeTeBOro skpaHa (cm. [4]).

OT1 UYC npaBuna dunbTpauMm aBTOMaTUUECKU MepenatoTcsl Ha yKasaHHble B HUX
KPUNTOLSIIO3bl U YCTaHaBAMBAOT NOPSAOK AENCTBMIA Hag IP-nakeTamMu ¢ 3aA4aHHbIMMK
XapaKTepucTMkaMmmn npun nx obpabortke dunbTpoM IP-nakeToB wWnto3a. MNostomy A
obecrieyeHnss paboTbl TYHHENs MeXAay KPUNTOLSI03aMu creayeT yyuTbiBaTb AEW-
CTBYIOLLME Ha HUX NpaBuaa GuabTpaummn n Npu HE0H6XOANMOCTU U3MEHSTb UX UK A0-
6aBNATb HOBbIE.

MpumMeyaHme. Y HOBbIX KPUNTOLLMIO30B, BXOAALLMX B MOCTABKY, CMUCOK NpaBun (umbTpaLum nycT 1 npo-
XoxgaeHve ntobblix IP-nakeToB Yepe3s faHHbIN KPUNTOLLIO3 3anpeLLeHo.

Ana nepexoaa K cCNUCKy npaBuna duabTpaumm:

e B rnaBHOM OKHe NporpamMmMbl ynpasneHns Boibepute pasgen "LleHTp ynpaBneHus
ceTbto" 1 B HeM — "lpaBuna punbTpaumm”.
B naHenu otobpaxeHunsa nHpopmaumm NOSABUTCS CMUCOK BCeX CHOPMUPOBAHHBIX
npasun dunbTpaumm (€cnmn npasmna He co34aBasnCb, CNNCOK 6yaeT NycTbiM).

Mpaeuna dunbTpaymm
Nz~ Hassarme CrmipasuTens Monysatens Cepsichl Deitctene K. H.. Bpemetrofunr... Py
1 icmp 3C Uyc 1 IioGoit ICMP; ec... [Mponycmms == NocToAHHO Or|
2 ne 1 3C KW ac uyc hitp YounerHan gunoTpawmMe | S MNocTorHHo Cr|
3 nay 1+onma 3C UvC 3C KW KoHTpone npunoxeHwd | MocToArHo Or|
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Cnucok npasun dunbTpauum otobpaxaercs B dopMe Tabnuubl, Kaxaas CTpoka
KOTOPOM COOTBETCTBYET OAHOMY npaBuiy.

Ana Hactpoiikn VPN nepeoHavanbHO Heo6X0oAMMO co3faTb npasuna dunbTpauuu,
obecneuvBaolne MPOXOXAEHME Tpaduka Mexay 3allMliaeMbiMM JOKabHbI-
MU CETAMMU.

YT0obbl 0b6ecneunTb B3aMMOAEMNCTBME XOCTOB 3alUMLLAEMbIX CETEN LUEHTPanbHOro
odumca n dumnmanos (CM. pPUCYHOK Ha CTp. 24 ), HeobXooMMO Ha KaxaoM Kpwun-
Townw3e (KW c UYC, KW 1 n KW 2) ycraHoBUTb NpasBuio, paspellatoliee npo-
xoxaeHue IP-nakeTos.

Hue npnBeseH NpMMep O4HOMO U3 BapMaHTOB CO34aHMS NpaBuia, paspeLuatowero
npoxoxzaeHue Tpacduka. B gaHHOM NpMMepe B KayecTBe OTNpaBUTeNS U NofydyaTens
mcrnonb3dyetca rpynna All_Net, Bkntovawwas B cebsa ceteBble 06bekTbl — LleH-
TpanbHbI opuc, dunman 1 n dunuman 2 (CM. pUCYHOK HUXKE).

Bce O6'beKTbi » x CeTeBme obbexro (Fpynna "All_Net™)

Hazearne OriscaHie IP-agpec Macka Kpuntowmos | Tun npueasa
Klll ¢ LYC Sawmwaeneii
K1 JalMLEEMEIR

4 M |lewrp ¥npasnenns CeTuto —
LentpaneHeiit opue  3awmwaeman cets uentpa... 152.168.1

Purman 1 JaWMUaEManA CETh DUIMA...
omE 3
4 g Mpynnel ceresbix 06nexToB Punnan 2 awmnaeman ceTs PUIME...
[eT)
o All_Net

BB Peectp sanpeLuentbx pecypcos

992 Cereseie obexTtel

Kl 2 Sawmwaenei

EE Guanane:

E KocTl

Ona cozpaHuna paspelsalowero npasuna:

1. B rniaBHOM OKHE MporpaMMbl yrnpaBieHns nepenante K CNucky npasun punbTpa-
UMW N Ha NaHENN UHCTPYMEHTOB HaXxMuTe kHonky "CosaaTb npaBuno dunbTpa-
uumn".

Ha skpaHe nossuTcsa okHo "lMpasuno dunbTpaymn”.

x
Mpasuno uasTpaLmrn B

HazsaHu: I

Onumcanume

OmpaenTens || .. WHBepewA agpeca ompaeMTena

Monysatens v || MHBEpcuA agpeca nonydatena

HazsaHue MpoTokon MopT MeTouHMKE, TH DedcTene OT6poarTs v
BpemerHori B
HTEpBan MocTosaHHo
Knacc
TpaPMKE
Pernctpaws OnpeaenseTca NCTOYHMKoM T
Mpogunt yeuneHHoA
PN TRALMM
Mpodwns kKoxTpons
MpUNoXEHUIA
< >
LoBasuTs ...
Weronesosats ToS KoHTponMpoBaTs CoCTORHME COEMMHEHMI
DSCP ECN
OmnioueHo | MpumeHnTs 1 3a8epwUTE obpatoTiy
O
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3anonHute nonsa "HaseaHue" n "OnucaHne" n ganee ykaxuTe cnegyrowme 3Ha-
YeHnsa NapaMeTpoB CO34aBaeMoro npasuna:

Mone 3HayeHune
OTnpasutenb All_Net
MonyuaTtenb All_Net
[Oencrteune Mponyctutb
CepBuc Jobon tcp

3HauYeHUs1 ApyrMx napaMmeTpoB MOXHO HE U3MEHSATb UKW YCTaHOBUTb MO YCMOT-
pEeHMIo.

Haxmunte kHonky "OK".
OkHo "MpaBuno dunbTpaumn" 3aKpoeTcs, 1 B CMMCKE NOSABUTCS HOBOE NpaBuio.

Mpaeuna duneTPaLMK
Nz & HazsaHwe OmpasuTens MNonyuatens Cepence 0. K. H. BpemeHHoll uHT...
b1 Paspewatow... All_Net {Uenmpansh... All_Net {UeHtpansHe... Moo TCP (Y =~ MocToRHHD
< 1] >
KpunTtowntosbl v X
Hazsanwe Onucanue
KW 1 KW nokansHol ce Punmana 1
KW ¢ UYC KW ¢ UYC uerTpansHoro odwca
KL 2 KL nokansHol ce Punuana 2

CoxpaHuTe cosgaHHoe npasuno B B LYC. Anga atoro B rnaBHOM okHe Y LYC
Ha naHenn MHCTPYMEHTOB HaXXMuUTe KHOMKY "COXpaHUTb U3MeHeHuns".

BHuMaHue! [laHHoe NpaBu/Io NPUBEAEHO B KaUecTBe NpuMepa, UantoCTPUPYIOLLErO
paspelleHne NpoxoxaeHus IP-nakeTos Mexay XO0CTaMu 3alliMLIaeMblX CETEN, U MO-
XEeT 6blTb NCMO/Ib30BAHO TO/ILKO B COBOKYMHOCTU C ApYrMMU npasunamu dunbtpa-
LUK, YYMTbIBAIOLNMM KOPNOpaTUBHbIE TpeboBaHNS NOUTUKM 6E30MNacHOCTHU.

MpoBepka pab6oTtbl VPN

Mocne yctaHOBMEHUA NapHbIX CBA3eW M 3adaHus npasun unbTpaumun 4as Kpun-
TOLWTH030B MOXHO BbIMOJIHUTL NPOBEPKY HacTpoek kaHanos VPN.

Ans npoBepkKM HacTpoek:

1. 3anycrtuTte yTMAuTY ping OT XOCTa 3aliMLIaeMon CeTU LeHTpasbHOro oduca K Ka-
KOMY-nMb0 XOCTy B 3awmuiaemon cetn punmnana 1.

2. Ha KW c LUYC cpeactsaMun nokasbHOrO yrnpaB/ieHUst OTKPOUTE AOMNOSIHUTENbHOE
MEHI0, NCNONb3Yysa KOMBUHauMio knasuw <ALT>+<F2>.
Mpumeyanue. [1ns BbI30Ba LOMOMHUTENBHOTO MEHIO HEOOXOAMMO NPeabABUTL NEPCOHANBHBIN MAEH-
TUdUKaTop agMUHUCTPaTOpa.

3. B pononHutenbHOM MeHi BbibepuTe nyHKT "AuarHoctuka" u B MeHw "Owna-
rHocTuka" Boibepute NnyHKT "MpocMOTp AaMna ceTeBoro Tpaduka’.
Ha akpaHe nosiBUTCSA 3anpocC Ha BBOA MMeHWN nHTepdeiica.

4. BeeguTe MM BHewHero nHtepdenca (ana KW ¢ UYC — em0) n HaxmuTe kna-
By <Enter>.
MosBUTCA 3anpoc Ha 3aaaHue dunbTpa.
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Ecnun HeobxoanMo oTdPpuAbTpoBaTh pe3ysbTaTbl MO KAKOMY-IM60 U3 ceTeBbIX NPO-
TOKOJ10B, 3aganTe punbTp B popmaTte tcpdump, Hanpumep:

# tcpdump —-i em® wdp and port 10000 and host 199.199.1.17

M HaxxmMuTe Knasuwy <Enter>.
Ecnu npumeHeHune dunbtpa He TpebyeTcs, HaxxmuTe Knasmwy <Enter>.

Ha akpaHe nosBMTCS 3anpoC Ha OrpaHUYeHnEe KOJSIMYECTBa aHan3npyemblX na-
keTtoB (oT 1 o 10000).

BeeauTte TpebyeMoe 3HauYeHue 1 HaxMuTe Knasuwy <Enter>.

Ha skpaH 6yayT BbiBeAeHbl CBeAEHUS O MPOXOXAeHWM 3awmndpoBaHHOIo Tpa-
duka.

vu for full protocol decode

capture size 262144 bytes

:2d:0a, ethertype IPuv4 (0x0800), length 92: 199.199.1.11.10000 > 199.199.1.12.0: UDP, leny
ff :ff, ethertype ARP (0x0806), length 60: Request who-has 199.199.1.199 tell 199.199.1.20
170:51, ethertype IPvd (0x0800), length 66: 199.199.1.7.10000 > 199.199.1.10.10000: UDF, 1
:94:33, ethertype IPvd (0x0800), length 66: 199.199.1.7.10000 > 199.199.1.20.10000: UDP, 1
:94:33, ethertype IPvd (0x0800), length 150: 199.199.1.10.10000 > 199.199.1.20.10000: UDP,

:94:33, ethertype IPv4 (0x0800), length 66: 199.199.1.10.10000 > 199.199.1.20.10000: UDF,

:2f :4d, ethertype IPv4 (0x0800), length 66: 199.199.1.10.10000 > 199.199.1.7.10000: UDP, 1,
:2f :4d, ethertype IPv4 (0x0800), length 472: 199.199.1.11.5100 > 199.199.1.7.5101: UDP, le
:2f :4d, ethertype IPy4 (0x0800), length 74: 199.199.1.11.54963 > 199.199.1.7.5101: Flags [
:el:b5, ethertype IPvd4 (0x0800), length 74: 199.199.1.7.5101 > 199.199.1.11.54963: Flags [

HacTpounka napameTpoB wucparopa

Ons wudpatopa ceteBoro ycrtponctea (KW n KK) B MeH ynpaBneHus npeny-
CMOTPEHbI crieaytolme HaCTPONKN:

Bk1tOUEHME M OTK/IIOUEHNE pexXMMa WndpoBaHUsa Tpadmka Ha OCHOBE aapeca Uc-
TOYHMKA.

BkitoyeHne unu OTK/OYEHME pexunMa wudpoBaHus Tpaduka K napHoMmy ce-
TEBOMY YCTPOMCTBY 3@aBUCUT OT MPUHAANEXHOCTU aAgpeca UCTOYHMKA — BXOAMUT
OH B AmanasoH aapecoB rnobanbHoi cetn nHtepHet ("6enbin" agpec) wan B
AnanasoH agpecoB, Ha3HadaeMbIx aAns BHyTpeHHux ceten ("cepbin" agpec). Mpu
BK/TIOUEHHOM pEXMME, eCNTN afpec NCTOYHMKA "6enbin”, Tpaduk, nepenaBaemblii
B 3allMLLAaeMyt0 CETb MapHOro CETEBOrO YCTPOICTBA, 3awndpoBbIBaTLCS He By-

Aet. MNMpu OTKIOYEHHOM pexnme Takon Tpaduk 6yaeT 3awmndpoBbIBaTbCS.
PaspelueHne nnu 3anpet gedparmMeHtTaymm nakeTos 4o dunbTpa.

NedparmMeHTaumns naketoB B KLU 1 KK MOXET BbINOMHATLCS Ha BXOAE WU Ha Bbl-
xoae dunbTpa. Onsa npeaynpexaeHuss neperpyskm dunbTpa B Cnyyae anu-
TENbHOrO0 MOCTYMJIEHUS Ha €ero Bxoh (parMeHTMPOBaHHbIX MaKeToB
pEKOMEHAYETCS YCTaHOBUTb PEXUM, B KOTOPOM AedparMeHTauus naketos 6yaer
BbIMOSIHATLCS A0 NPUMEHeHUs dunbTpa. Tako pexuMm ycTaHaBNMBaKOT KO-
MaHAoM "Pa3pewnTb gedparMeHTaLnto NaKeToOB A0 NaKeTHOro punbtpa'.

[Ons nepeknoyeHns B pexunM, B KOTOPOM gedparMeHTaums BbINOSHAETCS nocne
dbunbTpa, HeobxoaMMO UCNOAb30BaTb KOMaHAy "3anpeTuTb AedparMmeHTauuto
NakeToB A0 NakeTHoro punbTpa".

Mo yMONuYaHuio yCTaHOB/IEH pexuM aedparMeHTalLmm NnakeTos nocse buabTpa.
PaspellueHune nnu 3anpeT pacrnpenesneHns NakeTos C YYETOM COEANHEHUI.

[laHHas HacTpolika No3BONAET pacnpeaensatb NakeTbl MEXAY SApaMn: NakeTbl C
OAMHAKOBbIMM  3HadeHusMuM MAC- agpecoB MWCTOYHMKA/nonyyartens o06-
pabaTbIBAlOTCA OAHUMM N TEMU XKe AApaMU. Takol peXxUM Mo3BONSET MOBbICUTL
NPON3BOAUTENBHOCTb B TeX Ciy4yasax, Koraa Tpaduk coaepXuT 60Mblioe KO-
JINYECTBO MAaKeTOB C Pa3HbIMK aApecaMmn NCTOYHMKA/ony4vaTens.

Mo ymonuanuio ana KWW pacnpeaeneHne naketos paspeweHo, ana KK — 3anpe-
LLEeHo.

3apaHue yncna NnoTokos LLIMCprBaHVIFl.
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Ha KW n KK Tpadwuk npn wndpoBaHMn pacnpenensietcs no notokam. lNpu Ha-
nnyunm cBoboaHbIX pecypcoB npoLleccopa Lenecoobpa3Ho NoBbICUTbL KOJIMYECTBO
NOTOKOB A/15 MNOBbIWEHUS MPOU3BOAUTENBHOCTU WKNdpoBaHua. [daHHas Ha-
CTponka akTyanbHa ansa nnatcdopm IPC-1000 v Bbiwe.

[To yMOn4YaHuIo YNCI0 NOTOKOB onpeaenseTcs LIJVICI)paTODOM dBTOMaTUYECKMWN.

Ans HacTpoikm wndpaTtopa:

BHumanue! Ecnn ceTeBoe YCTPONCTBO HAXOOUTCA B KIacTepe, ONUCaHHbIE HBKE HACTPOMKKU JOIKHbI
ObITb BbINOMHEHBI Ha KaXAOM yCTpOVICTBe, BXOAALLEeM B COCTaB Knactepa.

1. MepenauTe K MEHIO yNpaB/ieHNs CETEBOro ycTpolricTea (cM. cTp. 54)

2. BeeauTe B CTPOKe BBOAA HOMep kKoMaHAbl "HacTporika WwndpoBaHma" n HaxMmTe
knasuwy <Enter>.

Ha akpaHe nosBuUTCa MEHI0:

1: Brxuouenue/OTKINOYEHMEe pexuMa mmMppoBaHMst Tpadmka Ha
OCHOBE ajgpeca MCTOYHMKA

2: Paspewenmue/3anpeTr mebpparMeHTauMM HAKETOE AO NaKEeTHOI'O
buneTPa

3: Banper/PaspemeHne pacHpefesieHus NaKeTOB C ydYeToOM
coenMHeHnn

4: Bapjaume uMclla NOTOKOB ImMppoBaHMUA

0: Bmxon

BribepuTe nyHKT MeHB (0 - 4):

3. BBeauTe HOMEp HY>XXHOM KOMaHAbl U HaXXMuTe knasmwy <Enter>.

[na nepBbIX Tpex KOMaHA CTaTyC NapaMeTpa B MEHIO HA 3KpaHe U3MEHUTCA.

Mpu BbIGOpe 33adaHUA 4YUcCIa MOTOKOB LWINMPOBAHMA Ha 3KpaHe MnosiBUTCH
3anpoc:

3apganTe umcio noroxoB mmbpposBaHmMsr (1-32):

4. BBeauTe HY)XHOE 3HAaUEeHWe N HaXMUTe Knasuwy <Enter>.
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[naBa 3
Pa3BepTtbiBaHue L2VPN

O6wue cBegeHUs

Ona noctpoennsa ceten L2VPN B AMNKLW "KOHTMHEHT" uWCNonb3yT Kpun-
Torpadumyeckmne KommyTtatopsbl. Mo aHanormn c cetamm L3VPN KpMnNnTOKOMMYTaTOpbI
pa3sMeLwatoT Ha nepuMeTpe 3awmiaemblx JIBC.

awmuwaeman NoKanbHan
3awmwaeman noKanLHan ceTb punuanal
CeTb LeHTpansHoro oguca [

aAMUHKMCTpaTOpa

KL ¢ LyC

3awMwaeman NoKanbHanA Q¢
cetb punnana

BHewHMn nHtepdenc KkpuntTokoMMmyTaTopa HanpaseneH B ceTu obwero gocryna. K
BHYTPEHHMM WHTepdencam NOAKIYAITCA XOCTbl 3awuuaemMblx noacerten. BHy-
TpeHHne MHTepdencbl UCMOAb3YIOTCSA Kak NOpTbl KOMMyTauuuM B COCTaBe TakK Ha-
3bIBAEMOr0 BMpPTYasibHOro KOMMyTaTopa.

BupTyanbHbIil KOMMYTaTOp 06bEeANHSET pacnpeaeneHHble pparMeHTbl OAHOM CeTH C
MOMOLLbIO 3aLUMLLEHHBIX KaHaNoB C Ucnonb3oBaHmeM VPN-TyHHenen ans nepeaaun
MeXay KPpUNToKoOMMyTaTopaMu 3alumnmdpoBaHHoro Tpaduka.

MpenycMoTpeHO arpernpoBaHue wuHTepdelncoB KpunTokoMMmyTatopa. OnucaHue
arperaumun nHtepdercos npmeeaeHo B [3].

KpuntokommMmyTaTop C KpUNTOoycKoputenem

Kpuntorpaduyecknit KOMMyTaTop MOXET MMETb B CBOEM COCTaBe AOMOSIHUTESbHYIO
nnaTy KpUnToycKopuTens.

KpunToyckopuTesb BbIMOMHAET cneayowmne GyHKUnm:

e 3alWwundpoBaHMEe — MPUEM MaKeTOB C BHYTPEHHEro 3alMLEHHOr0 CETEBOMO MH-
Tepdeiica, 3aWwWndpoBaHMe COAEPXMMOro nakerta, noacyeT UMUTOBCTaBKM, WH-
Kancynsumsa u oTnpaBka NakeToB Yepes 3alMnLLEeHHbIA ceTeBO NHTepdENic;

e pacwundpoBaHMe — TMpUEM MaKETOB C OTKPbITOrO CETEBOro MHTepdenca, ae-
WMHKancynsauusa, pacwundpoBaHme, NpoBepKa MMUTOBCTABKW, NpOBEpKa Nopsaka
CcnefoBaHMS M OTNpaBKa NakeToB Yepes 3alMLLEHHbI CeTeBOM nHTepdeic.

KpunTtoyckoputenb umeet cobcTBeHHble MHTepdenchl, o6o3Hayvaemble kak cal -

ca3.

Ecnn B coctaB KpUNTOKOMMYyTatopa BXOAUT KPUMTOYCKOPUTESb, B KadYecTBe BHeL-

HEro 1 BHYTPEHHUX MHTepdencoB NCNONb3YIOTCA MHTEPGhENCbl KpUNTOYCKOpUTENs,

KOTOPbl€ MOryT 6bITb arpermpoBaHhbl.

Ona ceasm ¢ LUYC ucnonb3yloTcs uHTepdeincbl KpUnTOKOMMYTaTOpoOB, He sB-
nawnecs nHTepdencamMmm KpUnToyckopuTens.
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Ha paboTy KpynToKkOMMyTaToOpa C KPUNTOYCKOPUTESIEM HakNaAblBaOTCs cneayowme
orpaHuyeHus:

e KpuntokommyTaTtop paboTaeT To/NbKO B pexumme Pseudo Wire. [aHHble no-
CTynalT Ha BHYTPEHHWI NOPT OAHOr0 KPMNTOKOMMYyTaTopa M BbIXOAAT U3 BHY-
TPpeHHero nopTa MnapHOro KpunToKOMMyTaTtopa. B oaHOM BMpTyanbHOM
KOMMYyTaTope MOXHO WCMO0/b30BaTb TOAbKO ABa du3nyecknx uHtepderica oT
ABYX Pa3HbIX KPMATOKOMMYTaTOpPOB.

e KpunTtoyckopuTenb He BbINONHAET GYHKUMK dparMeHTaumm n gedparMeHTaumm
Tpaduka. Bca dparmeHTauna v gedparmMeHTauus AOSKHA BbIMNONHATLCA Ce-
TeBblM 060pyAoOBaHMeEM 40 NoONajaHUs NakeTa B KpUNTOKOMMYyTaTop.

e KpuntoyckopuTtenb, NponyctMB 4vepes ceba kaap, Aobasnser ciyxebHyo MH-
dopMaumio n ysennumBaeT pa3mep kagpa Ha 70 6anTt. Takum obpasom, ecnv B
KPUMTOYCKOpUTESb NOCTyMnaeT kagp pa3mepoM 1500 6anT (ctaHaapTHbin MTU),
Ha Bbixode obpa3yeTcsa nakeT pa3MepoM 1570 6anT, 4YTO MpEBbIWAET CTaH-
AapTHein MTU. B aToMm cnyyae obopynoBaHWe WMHTEPHET-npoBangepa AOJIKHO
noaaepxuBatb MTU 1600 6ant. Unn B 3aWMWIEHHON CETM AO/IKHO CTOSATb Ce-
TeBoe obopypoBaHue, KOTOpoe dparMeHTUpyeT nakeTbl A0 MX MNornajaHus B
KPUNTOKOMMYTaToOp, CHUXasa pasmep Ao 1430 6anT, uTobbl NoC/Ie NpoOXoXAeHUs
yepes KpunToyckopuTesb pa3Mep naketa coctasua 1500 6aiT n ynoxwuncsa B
CTaHAapTHbI MTU.

e MakcmManbHbIM NPUPOCT NPOU3BOAUTENBHOCTU KPUNTOYCKOPUTENS BO3MOXEH Ha
MTU 1500 6anT. Ucnonb3osaHue Jumbo frame (MTU>1500) He npuBOAMUT K 3Ha-
YUTENIbHOMY YBEIMYEHUIO MPOU3BOANTENBHOCTU. [IpU ManeHbKon ANMHe nakeTa
(Hanpumep, npu MTU 64 6ant) 6yaer HabnwaaTbCsa CHUXEHWE MPOU3-
BOAMTENbHOCTM. MakcMManbHO BO3MOXHbIM MTU, nopAep>XxXuBaembll Kpun-
Toyckoputenem, — 9000 6ant (c ydyeToM pobaBneHHonm cnyxebHon
nHdopMauumn).

e Kanan ynpasneHuns LYC — KpvnTOKOMMYyTaTop A0/KeH 6biTb OpraHn3oBaH ye-
pe3 BblAENEHHbIA UWHTepdelc nnathopMbl KPUNTOKOMMYyTaTopa, He 4B-
nawowuncsa nHtepdgencom kpuntoyckoputens (igb0-igb8, ixI0-ixI3).

e [lpy NpUMEHEHUM HACTPOEK Ha KPUMATOKOMMYTaTtope B KPUMATOYCKOPUTESb 3a-
rpy>xaeTtcsa Kiawoyesas MHPOpMaLMs, YTO NMPUBOANT K NepepbiBy CBA3M OT 2 40 8
cekyHA. PekoMeHayeTcs NMb0 NpUMEHSATb HACTPOMKM BO BPEMS TEXHUYECKOIO OK-
Ha, NMbo HacTpoOUTb OTKA30YCTOMUYMBYKD CXeMy C pesepBupoBaHuem no LACP
(cM. cueHapuit 4 Ha cTp. 53) 1 NpuMeHaTb HACTPOMKKM Ha pa3sHbiX KK no ove-
peau, Bbhkuaas He MmeHee 15-20 cekyHA A0 OKOHYaTes/IbHOrO MPUMEHEHUS Ha-
CTpOeK.

B cnyyae ncnonb3oBaHMSA OTKaA30yCTOMUMBOM CXeMbl (CUeHapui 4) HaCTpOMKU
MPUMEHSOTCS MO NapaM KOMMyTaTopoB. Hanpumep (corfiiacHoO pUCYHKY): CHa-
yana KK1, 3a HuM KK2, goxaaTbcsa noka nogHumetcs kaHan. Janee KK3, 3atem
KK4, poxpnaTtbCsa NOAHATUA KaHana.

e (O6HoBneHue MO KpUNTOKOMMYTATOPOB C KPUMTOYCKOPUTENAMU AOMKHO OCY-
LWEeCTBNATbCA TONIbKO NIOKasbHO C 3arpy3o4dHoro USB-Hocutensa. lMocne ycra-
HoBkun O Ha nnatdopMy M ee ycrnewHoro 3anycka Heob6xoAuMMO LWTaTHO
BbIK/IIOUUTb U 3aTeM 06eCTOUNTb Ha HECKOJIbKO CeKYH/[ OTK/II0YEeHMEM CUITOBbIX
kabenen.

e OrpaHuuyeHue Ha HasHaueHue IP-agpecoB MHTepdeincaMm KpunToKoMMyTaTopa.
OvHamnueckne MAC-aapeca arpermpoBaHHoro nHtepderica reHepupyoTcs B Co-
OTBETCTBUW C MPaBUIOM: NepBbIii U3 IP-agpeca arperMpoBaHHOro MHTepdeiica,
cnefyooLwmnin — n3 cneaytoulero no nopsaxky IP-agpeca.

Hanpumep (cM. cueHapuin 4 Ha cTp. 53), y KK1 IP-agpec arpermpoBaHHOro uH-
Tepderica laggl - 2.2.2.1. ina nHTepdenca kpuntoyckoputena ca0 MAC-aagpec
reHepupyetcsa us 2.2.2.1, a gna cal — u3 2.2.2.2. lNpwn 3ToM agpec 2.2.2.2 6bin
Ha3Ha4yeH, HanpuMmep, agpecoM nHTepdeinca laggl KK2. B atom cnydyae MAC-aa-
pec ansa nHTepdenca kpuntoyckoputens ca0 KK2 6yaet reHepupoBaTtbcs ns IP-
agpeca 2.2.2.2. B utore mnHTepdencol cal KK1 n ca0 KK2 6yayt nmetb oau-
HakoBble MAC-agpeca, 4To npuBeeT K KOHMNIUKTY.
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Tak Kak MakcuMasibHOe KONM4ecTBO WMHTepdencoB Kpuntoyckoputens — 4,
Heobxoanmo BblbupaTtb IP-agpeca arperMpoBaHHbIX MHTEpPdENCcoB C warom 4.
Hanpumep, laggl KK1 nmeet agpec 10.10.10.1, 3Haunt — MAC-agpeca ans ca0,
cal, ca2 n ca3 6yanyT reHepmpoBaTbCs COOTBeTCTBeHHO u3 10.10.10.1,
10.10.10.2, 10.10.10.3 n 10.10.10.4. Cnenytowmnin IP-agpec, KOTOpPbIN MOXHO
MCNoNb30BaTb A/1s Apyroro nHtepdeinca lagg — 10.10.10.5. MNpu 3TOM Takxe He
OOMKHbI  MCNOMb30BaTbCs MPOMEXYTOYHble ajpeca (B Hawem ciyvyae —
10.10.10.2,10.10.10.3 1 10.10.10.4).

e [lpn ucnonbsoBaHnn VPN-TYHHENsS C KpUMNTOYCKOPUTENSIMU, HaxoasWmMMnNcs 3a
MaplipyTusaTopamMn, HeobxoaMMo, UTOObI NepBble OKTETbl BHELWHUX WH-
TepdencoB KpUNTOYCKOPUTENEN pa3inyanuncb Mexay cobon.

Ha pucyHke Huxe npvBedeH npuMmep Kpuntorpadnyeckon KOMMYTMPYeMoWn ceTu
L2VPN ans ueHTtpanbHoro oduca v dunnana ¢ npuMeHEeHWeM KpUNTOKOMMYTaTOpOB
KK 1 un KK 2, umerowmx B CBOEM COCTaBe KPUMTOYCKOPUTESb.

3awMwaeman noKaabHan
ceTk LEHTpankLHoro opuca

Pabouee mecTo 5*;
aAMUHMCTpaTopa

KWW ¢ LUyC

3alMWaeMan AoKanLHaA Q«)

cets dunavana

Ons noctpoeHua cetn B nporpamMMme ynpasneHumsa LYC Heobxoammo co3patb Bup-
TyalbHbIl KOMMYTatop M BK/KOYUTb B HEro BHYTPEHHME WuHTepdelncbl Kpun-
Toyckoputenen KK 1 mn KK 2. 2T BHyTpeHHWEe UHTepdencbl B BUPTyasibHOM
KOMMYyTaTope BbINOSHAOT POJib MOPTOB KOMMYTaLMUW.

Mopspok pa3BepTbiBaHusa L2VPN

PasBepTbiBaHUE KpunTorpadunyeckon kKommyTnpyemor cetu L2VPN BkntoyaeT B cebs
nocnefoBaTesibHOE BbINOJIHEHWE CNneAyoLWwmX 3Tanos:

1. Hacrtpowka KpunTOKOMMYTaTOpPOB (CM. HUXE).
2. Co3paHue BMpTyanbHOro kKoMmyTatopa (cM. cTp. 47).

HaCTpOﬁKa KPpUnToOKOMMYyTaTOpa
HacTpoilky BbINOSHAKOT NOCNe perncrpaumm KpuntokommyTtaTtopa B MY LYC um no-
cnepymowen ero nHmumanmsauymm.

HacTtporika 3akniouyaeTca B 3ajaHun IP-aapecoB BHELWHWX WHTEP@ENCOoB Kpun-
TOKOMMYyTaTopa.

Mpoune HaCTPOWKKU, CBsA3aHHble C paboToM KPUMNTOKOMMyTaTopa KakK CeTeBOro
YyCTpOICTBa, B A@HHOM pPYKOBOACTBE HE paccMaTpuMBaloTCs.

Cnucok KPUNTOKOMMYTAaTOpPOB

3aperncrTpnpoBaHHble KpUNTOKOMMYTaTOpPbl 3@aHOCATCS B CIIMCOK CETEBbIX YCTPONCTB
AMKLL "KOHTUHEHT".
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Ans nepexoaa K CMUCKY KPUNTOKOMMYTaTOPOB:

e B rnasHoM okHe MY LIYC B cnucke 06bekToB BbibepuTe NyHKT "CeTeBble YCTPOn-
ctBa KoHTuHeHT | KpuntokomMmyTaTopsbl”.

B o651actn oTo6paxeHuss MHGOpMaLMmK NOSIBUTCA CMUCOK 3aperncTpupoBaHHbIX

KPUNTOKOMMYTaTOPOB.
KpMnToKOMMYTaTO pbl

Hasearwe Ormcaque YacTHsiit pexim | CocToaHMe HCO NAT KnacTep | Multi-WAN Karans! VPN | Bpema cmeHs knioueit KK
(.‘) KK1 KpunTokommMyTaTop UEHTPaNEHOT . .. BrnioueH @ RT 23.05.2018 11:50:29
.“f‘ KK2 KpuntokommyTaTop gannana BinioueH {,EJ RT 23.05.2018 11:55:48

B cnucke aAns KaXxaoro KpMNToKkoMMyTaTopa NpuBoAMTCS cneaytowas nHgopmaums:
e HasBaHwue;

e KpaTKOe onucaHue;

®  YaCTHbIA peXuM — BKJIKOYEH/BbIK/TIOYEH;

® COCTOSIHME — BKJIHOUYEH/BbIK/OYEH;

e OTMeTKa O 3aperncTpmpoBaHHbIX cobbiTuax HCA;

e Hanmuyue HepaboToCnNoCobHbIX kaHanos VPN;

e BpeMs cneaytoLen CMeHbl KOYen.

B nononHuTEeNnbHOM OKHe npuBoauTcs 6onee nogpobHas nHpopmaums o BbiIbpaHHOM
B CMMCKE KpUNTOKOMMYyTaTope. [JonoNHUTENbHOE OKHO COAEPXUT TPY BKIaAKK:

Bknapka OnucaHue

CocrosiHne KK CeeneHuns o coctosHun KK:
e BKJ/IOYEH/BbIK/IIOYEH;
e BBe/JEH B 3KCMNyaTaunto/BblBEAEH N3 dKCMyaTaunu.
CeefeHuns o Knyax:
® CpOK AENCTBUS;
® BpEMS CMEHbI K/THO4eN.
Hanuuune 3apernctpupoBaHHbix cobbiTuii HCA.
PexnM paboTbl NakeTHoro punbTpa.
CraTyc aBTO3arpysKku.
Cnuncok VPN-kaHanoB ¢ ykasaHneM HepaboTocnocobHbIX U BpeMeHn
oTKasa.
Cratuctuka no Tpaduky Ans Kaxaoro nHtepderca KK

BupTyanbHbie Cnuncok BUpTYyalbHbIX KOMMYTaTOpPOB, B KOTOPbIE€ BXOAMT AaHHbI KK, ¢
KOMMyTaTopbl yKa3aHueM Koin4ecTsa NopToB BMPTyasibHOrO KOMMyTaTopa u ctaTyca
napHbIX CBSA3ENn

Ouepeab 3agaHui | CnMCoK TeKyLWmMX 3aA4aHni, KoTopble chopMnpoBaHbl Ana AgaHHoro KK,
HO elLle He BbINo/IHEHbI. MpUBOAATCS HAaMMEHOBaHWe 3a4aHunsa U BpeMms
0XWAaHUS — UHTepBaa BpEMEHU, NPOLUEALLNIA C MOMEHTA
¢dopmMmpoBaHus 3aaaHns

Mpn NnpocMoTpe CNncKa KpUNTOKOMMYTATOPOB AOCTYMHbI BCE OCHOBHbIE Oonepauuu,
BbINOJIHSIEMble MPUMEHUTENbHO K CeTEBbIM yCTpolicTBaM "KOHTUHEHT": co3aaHmne Ho-
BOr0 KPWUMNTOKOMMYyTatopa, HacTpoMka napameTpoB paboTbl, yaaneHue Kpun-
TOKOMMYTaTtopa, BbIK/AOYEHWEe, nepe3arpy3ka W T. A. [Ans BbINOJHEHUSA 3TUX
onepaumin UCNOsb3YTCA KHOMKW MaHenn MHCTPYMEHTOB WM KOMaHAbl KOHTEKCTHO-
ro MEHI0.

HaCTpOVIKa MHTepq)eVICOB KPpUNTOKOMMYTATOpPA
Ons HacTpolkn MHTEpdENCOB KPMNTOKOMMYTaTopa HeobxoAMMO 3adaTb BHELLUHUNA
MHTEpdENC N nHTEepdENC, BbINOTHAOWWNA poNb NOpTa KOMMyTaLWUN.

NHTepdelic ana ceasm ¢ LYC 3agaeTca npu perncrpauum KpuntokoMMyTaTopa (CMm.
[2]). 3TOT MHTepdenc He AoMKeH ABNATbCSA MHTEPGHENCOM KPUMTOYCKOPUTESS.
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Ana HacTpoWkun nHTepcpencos KPpUNToKOMMyTaTopa:

1. B rnaBHOM OkHe nporpammbl ynpasneHus LIYC nepenauTe K CNMCKY Kpun-
TOKOMMYTaTOpOB, BbibepuTe B CMcKke YCTPOMCTBO U BbI30BUTE OKHO "CBoncTBa".

Ha akpaHe NosiBUTCS OKHO HaCTPOWKM CBOMCTB KPUNTOKOMMyTaTopa.
2. B neBoW 4acTu OkHa BblibepuTe Bknaaky "UHTepdencol”.

B npaBoli YacTM OKHa NOSIBUTCS CIMCOK BCEX UMEKLLNXCS MHTepdENCcoB AaHHOIO
yCTpONCTBa:

igb0 - igb8, ixI0 - ixI3 — nHTepdericbl KpUNTOKOMMYTaTOPA;

ca0 - ca3 — wuHTepdeicbl nnatbl KpunToyckoputens (TONbKO Ans Kpun-
TOKOMMYyTaToOpa C KpUNToycKoputenem).

3. [nda 3apaHusa BHeLWHero nHtepdenca KpunTokoMMyTaTopa BblibepuTte 0AWH U3 UH-
Tepdelicos:

e igb0 -igb8, ixl0 - ixI3 — ans kpunTokoMMyTaTopa 6€3 KPUNTOYyCKOpUTENS;

e cal - ca3 — Ang KpuUNTOKOMMyTaTtopa C KpUNTOoyckopwuTesneMm (HanpuMmep,
ca0).

HaxmuTte kHonKy "N3MeHuTb".
Ha skpaHe nosiBntCcsa okHO "CBolCTBa u13nyeckoro nHtepderica”.

CBOMCTEA HM3MYECKOrD MHTEpherca

Tun He onpenenéH ~ | MTU | 1500 i
Pexara ABTOBEIDOP -

IP-Anpeca

Appec Macka

NofaenTs...

4. B none "Tun" 13 packpbiBawLWerocs cnucka Bbibepute 3HadeHne "BHewHUn" n
panee B none "IP-agpeca" BeBeauTte IP-agpec n Macky BHelWHero nHrepdelica
KPUNTOKOMMYyTaTOpa.

Haxmute kHonky "OK" B HMXXHEN YacTn OKHa.

OkHO 3akpoeTcsi, u B cnucke uHtepdeinc cal otobpasnTca Kak BHEWHUNA UH-
Tepdenc KpMNToKOMMYyTaTopa.
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PUSHUECHIME W BUPTYaNEHbIE MHTEPDEACH Cospam v Wsmerus...

Hazsarue Tun Ampec/Macka MNapameTpl MTLU
teighl He onpegenév 1500
Jteigh He onpegenéu 1500
fteigh? He onpegenén 1500
Jteigh3 He onpegenén 1500
Jteighd He onpegenén 1500
d‘ting He onpegenéq R00
d‘ting He onpegenéx 500
fteigh? He onpensnéd 500
Jteid0 He onpegenéH 500
e He onpegenéH 1500
Jleid? He onpenenés 500
Jleid3d He onpeaenéx 500
ftecal BrewHwi 2221724 1500
flecal He onpegenén 500
fteca? He onpegené 500
Jlecal He onpegenéd 500
Jteighs He onpegenén 1.1.1.2/24 1500

BHuMaHue! VHTepdeiic igb8, npeaHasHaveHHbI ans cessun ¢ LWYC, 6bin 3apaH
npu perncrtpaumm KpuntoKkoMMyTaTtopa. 3HadeHme B nosie "Tun" Ao/mMKHO 6bIThb
"He onpeaeneH".

5. Bbibepute oanH mn3 ceoboaHbix MHTepdericos ( igh0 - igh7, ixI0 - ixI3 — ans
KpuntokomMmyTaTopa 6e3 kpuntoyckoputens, cal - ca3 — pgna Kpun-
TOKOMMYyTaToOpa C KPpUNTOYCKOPUTENEM), KOTOPbIN AOIKEH BbINOMHATL POSib NOP-
Ta KOMMyTauuu (Hanpumep, ca2), U HaXXMUTE KHonky "N3mMeHnTb".

Ha akpaHe nosButcs okHO "CBocCTBa pusnyeckoro nHtepdernca" (CM. pucyHok
BbiLLE).

6. B none "Tun" u3 packpbiBatoLwerocs cnmcka Bbibepute 3HaveHne "MopT Kpun-
TOKOMMYyTaTopa" n HaxMuTe KHomnky "OK" B HUXHEN YacTu okHa.

OkHo "CBownctBa ¢uanyeckoro wuHtepderica" 3akpoeTrcs, U B CMUCKE WH-
TepdelicoB ca2 6yaeTt onpenesieH Kak nopT KpUNToKkoMmyTaTopa.

ftecal BHewHmiA 2221/24 1500
fecal He onpenenéq 500
d‘t cal MopT KpunToKOD... 500
l[ll: cal He onpegsnéd 500

7. Ecnn HeobxoauMo 3apaTb ewe oAWH MM HECKOJSIbKO NMOPTOB KOMMYyTauuu, Bbl-
6epute cBO6OAHbLI WMHTEPdENC KPUMTOYCKOPUTENS, HaXMuTe KHonky "U3-
MEHUTL" 1 NoBTOpUTE M. 6.

8. [llocne 3agaHusa Bcex He06X0AMMbIX NOPTOB KOMMYTauuMn Haxmute kHonky "OK"
unn "TMpuMeHnTL" B HMXXHERN YacTh okHa "CBolcTBa KpUnToKoMMyTaTopa".
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dJManpauml NPOTOKOJ1I0B Ha KPUNTOKOMMYTATOpe

MpuBeAeHHble HUXXE HAaCTPOMKM NpeaHa3HaYeHbl 4NS 3anpeTa Uan paspeLlleHns Npo-
XOXAEHUSA Yepe3 KpMNTOKOMMYTaTOp NaKeTOB C/ieAYOLWMNX NPOTOKOI0B:

e LACP;

e STP;

e 802.1X ansa Port-based access control;

e Pause-nakerThl.

Mo ymonuyaHuio nocne BBoAa KPUMTOKOMMYyTATOpa B 3KCrayaTauuio nNpoxoxaeHue
MaKETOB YKa3aHHbIX MPOTOKOJIOB 3aNnpeLuleHO.

MpuMeuaHme. [laHHas HacTpoWka He BAMSIET Ha KPUMNTOKOMMYTaTop C Kpwn-
TOyCKOpUTENeM.

Ana npocMoTpa TeKyLWwMX HaCTPpoeK KOMMyTauuu:
1. MepenanTte K MEHIO yNpaB/IEHUS CETEBLIM YCTPOMUCTBOM (CM. CTp. 54).

2. BseauTe B CTPOKe BBOAA HOMEp KOMaHAbl "HacTpolika KoMMyTaumMmn" n HaxmuTe
knasuwy <Enter>.

Ha akpaHe nosBMUTCA MEHIO HAaCTPOEK KOMMYyTaL K.

1l: MokasaTek TeKylMe HACTPOMKM KOMMYTaLMM

2: PaspeummTe nOpoxoxneHume LACP-naxkeToB

3: PaspeumTk npoxoxneHue STP-naxkeToB

4; PaspeumTk OpPOxXoxmeHmMe nakeroeB Port-Based access control
no 802.1x

5; PaspemmnTs npoxoxmeHme Pause-nakeToB ansa flow control

0: Bmxon

Bri6epuTe nyHKT MeHO (0 — 5):

3. BeawuTe B cTpoke BBOAA HOMep KOMaHAbl "lMoKa3aTb TeKyLline HaCTPONKU KOM-
MyTaummn" n Haxmute knasuwy <Enter>.

Ha skpaHe 0To6pasaTcs TeKyLIME HAaCTPOMKM.

I[lpoxoxpmenmne naxkeToe LACP sanpemeHO
I[lpoxoxpmenmne naxkeToe STP sanpemeHo

IIpoxoxnexnne naxkeroB 802.1 sanpemeHo
IIpoxoxpneHne Pause nakeToOB BanpemeHo

Ans paspeweHuns/3anperta NpoxXoXKAeHUs NaKeToB!:

e B MeHI0 HacTpoeK KOMMYyTauuW BBeAWTE B CTPOKE BBOAA HOMEpP KOMaHAbl ANS
HY>XHOMO MPOTOKO/A U HAaXXMWUTE Knasuwy <Enter>.

Copep>xxaHue KOMaHAbl B MEHIO U3MEHUTCSH Ha NpoTuBonosioxHoe ("3anpeTutb"
Ha "pa3pewunTb" n — HaobopoT).

BupTtyanbHble KOMMYTaTOpPbI

OnucaHue BUPTYanbHOro KOMMyTaTopa

BupTyanbHbii  KOMMyTaTop o06beaMHSEeT nopTbl KPUMNTOKOMMYTATOpPOB, Mpea-
Ha3HayeHHble Ansa pabotbl L2VPN. B cocraBe BMpTyanbHOro KoMMyTaTopa Takue
NOpPTbl HA3bIBAOTCA NOPTaMM KOMMyTaumu. Ecnn B cocTaB KpUNTOKOMMYyTaTopa BXO-
OUT KpUMNTOYyCKOpUTEsNb, B KayecTBe MOPTOB KOMMYTauWW WCMOMb3YHOTCA WH-
Tepdencbl KpUMNTOycKopuTens. B 3ToM cnyyae B BUPTyaslbHOM KOMMYyTaTope MOXHO
MCNo/b30BaTb TOMbKO ABa DU3MYECKMX UHTepdelica (nopTa KOMMyTaumun) € ABYX
pa3HbIX KpUNTOKOMMYTaTOPOB.

MapHble CBA3M MeXAy KPUMNTOKOMMYTaTOpaMW YCTaHaBIMBAKOTCA aBTOMaTU4YeCKU
npu CO34aHUM BUPTYyanbHOro KOMMyTaTopa. [Mpy Heo6XOAMMOCTW MapHble CBSA3M
MOXHO YyCTaHaBnMBaTb M yAansTb BPY4YHYI. YCTaHOBMEHME MapHbIX CBS3eN Bbl-
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MOJSIHAIOT B MOSIHOM COOTBETCTBMW C NpoLeaypOol YCTaHOBJIEHUS NapHbIX CBA3en Ans
KPUATOLWS030B (CM. CTp. 26).

Mpoueaypa co34aHNs BUPTYasibHOMO KOMMYTaToOpa BK/IOUYAET B Ce651 HACTPOIKy Me-
XxaHu3Ma port security (3agaHne MAC-aagpecoB, 3anpeTt/pa3spelueHe AMHaMUYecKoi
ajpecaunn, orpaHmMyeHne pasmMepa Tabnumubl KOMMyTaumm).

Cnucok BUPTYaJibHbIX KOMMYTaTOpPOB
Co3zfaHHble afMUHUCTPATOPOM BUPTyasbHble KOMMYTaTOPbl 3aHOCSTCS B CMINCOK.

Ans nepexoaa K CNUCKY BUPTyasZibHbIX KOMMYTaTOpPOB:

e B rnasHoM okHe MY LIYC B cnncke 06bekToB B pa3saene "LleHTp ynpaBneHus ce-
Tbto" BbibepUTE NYHKT "BUpTyasibHble KOMMYyTaTopbI".

B o6bnactn otobpaxkeHus uHdopMaumm NosiBUTCS CNUCOK 3aperncTpupoBaHHbIX
BUPTYyasibHbIX KOMMYTaTOPOB.

Ha pucyHke Huxe npeactaBfeH CMNMCOK, BKJOYalowWwmMin B cebs ABa BUPTYanbHbIX
koMMyTaTtopa — vk ca2 n vk ca3.

BUpTYyanbHbIE KOMMYTATOPbI

HazeaHme Ormcaqme | Kommyectso noproe Cratyc napHeix ceAse
vk ca2 2 O
wk cal 2 v

B cnucke ans kaxaoro BMPTyasllbHOro KOMMyTaTopa NMpUBOAWUTCS creaytowas MH-
dopmaumsa:

e HasBaHwue;

e KpaTKoe onucaHue;

o KOJIMYECTBO NOPTOB KOMMYTauuu,

e CTaTyC NapHbIX CBSA3EN.

B cnucke € BUpTyasibHbIMM KOMMyTaTtopaMu MNpeayCcMOTPEHO BbIMNOSIHEHWE cChe-
AyoLWmnx

onepaumi:

e CO34aHWe HOBOMO BUPTyasibHOrO KOMMyTaTopa U obaBfeHne ero B CNUCOK;

e yaaneHue U3 Crnucka;

e ynpaBneHne MAC-agpecamu;

® MPOCMOTP W M3MEHEHWe MapaMeTpoB, 3a4aHHbIX MPU CO3A4AaHMU BUPTYasbHOro
KOMMyTaTopa.

[Ons BbINOSHEHUSA nepeyvyncrieHHbIX Bbille onepaumﬁ MCMNOJIb3YKTCA KHOMKWU NaHeNnun
UHCTPYMEHTOB WM KOMaHAbl KOHTEKCTHOIO MEHIO.

Co3pgaHue HOBOro BUPTYyaJsibHOro KOMMyTaTopa

Onsa co3paHusa BUPTyasZibHONroO KOMMyTaTopa:

1. lMepenanTe K CNUCKY BUPTYyasibHbIX KOMMYTaTOPOB M HAXXMUTE Ha NaHEeNN UHCTPY-
MeHTOB KHOMKy "Co3aaTb BMpTyalbHbIi KOMMyTaTop" (MNM akKTMBUpPYMWTE CO-
OTBETCTBYHOLLYIO KOMaHAY KOHTEKCTHOIO MEHI0).

Ha akpaHe nosBuTCS OKHO "BupTyanbHbI KOMMyTaTop", NnpegHa3HavyeHHoe Ans
HaCTpOMKM NapaMeTpoB CO34aBaeMoro BUpPTyasbHOro KOMMyTaTopa.

2. BBeauTe HasBaHWE M KpaTKoe OnucaHWe CO34aBaeMOro BUPTYasSlbHOMO KOM-
MyTaTopa.

3. [JdobaBbTe B COCTaB CO34aBaeMOro BWPTyasibHOrO KOMMyTaTopa MOpTbl KOM-
MyTaumun. [Ins a3Toro HaxmmTe KHonky "[o6aBuTb", pacnofioXXeHHYo cnpasa.

Ha skpaHe nosasuTcs okHo "MopT koMMyTaumm".
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MopT KOMMYTALMK =

KpunTokommyTaTop |HIK181 > |
MopT KpUNTOKOMMYTaTORS @2 =
Knacc tpagwka HopMansHEIR T

Pexm GesonacHocTH

BoiknoueH

yHaruyeckre anpeca xpaHATeA He Bonee 20 mMuHyT
[onycTimel CTETMYECKME AOpECa, ABHO YKa3aHHbIE B KOHDMMYDaLn

Markmi
[OyHaMWyecke anpeca COXPaHATCA A0 NEPE3arpysKk KpUNTOKOMMYTaTopa
JonycTiMbl CTATWYECKWE 3PECE, ABHO YKESaHHbIE B KOHDMMYDaLMN

WECT KM
NuHaruyeckoe ofy4eHWe SanpelleHo

.D.IIII'I','CTHMI:I TONBKO CTATHYECKKWE aOpecad, YKa3aHHblE B KOHDWMypaLm

Pasmep Tabniubl KoMMYTaLMIA NOpTa
He Gonee 0 el agpecos

AeToMmaTyEckK onpefenAeTCA CUCTEMOR

| PukcupoBate cobkimaAn HCI Ha nakeTwl oT HefesonacHen MAC-anpecos

s

4. YKaxuTe rnapaMeTpbl CO34aBaeMoro nopta KOMMyTaLuuu:

Mone OnucaHue

KpuntokoMMmyTaTop | BbibepuTe 13 pacKpbiBaloLWErocs CNmMcka KpMnToKoMMyTaTop,
MopT KOTOPOIro AOJIXEH BONTW B COCTAB BUPTYaslbHOMO
KOMMyTaTopa

MopTt YKaxuTe nopT KpMNTOKOMMYyTaTopa, BbibpaB ero u3
KPMATOKOMMYyTaTopa | pacKpblBatoLwerocs cnmcka nHrepdencos

Knacc tpadwmka BbibepuTe Knacc Tpadmka U3 packpbliBatoLWerocs Cnncka

Pexum 6e3onacHOCTU | YkaxuTe pexunm 6e30nacHOCTU, B KOTOPOM A0JKeH paboTaTb AaH-
HbI/i MOPT KOMMyTaLUMK

Pa3mep Tabnumubl 3apaviTe pa3mep Tabnmubl KOMMyTauun nopTa

KOMMyTauum nopTta

dukcnposaTtb Ecnu He TpebyeTcsa dumkcmpoBaTtb cobbiTusa HCA Ha nakeTbl OT
cobbiTna HCA... Hebe3zonacHbix MAC-aapecoB, yaanute COOTBETCTBYHOLLYO

OTMETKY, YCTaHOBJ/IEHHYO MO YMOMYAHMIO

5. Haxmute kHonky "OK".

OkHo "MMopT KOMMyTaummn" 3akpoeTcs, U B OKHe "BupTyanbHbii KOMMyTaTop" B
cnucke NosiBUTCS A06aBNEHHbI NOPT KOMMyTaLuu.

6. Haxmute kHonky "[Jo6aBuTb..." n gobaBbTe B CMMCOK BTOPOM NOPT KOMMYyTaLmn
(cm. nn. 4, 5).
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|
| BMpTyaneHeA KOMMYTaTop »

HazeaHwe
| vk ca2 |

Omcanme

MNopTh! KoMy TaLMM

KpvnTokorMMyTaTOp MopT KpUMNToOKOMMY TaTOPE Knacc Tpatwvka
KK180 ca? HopraansHeIi DoGasnTs...
KK181 ca? HopraneHbii
MAC-appeca
| ABTOMaTMYECKI COS1aBaTE NapHbIE CEASM OTMeHa

Ons M3MeHeHMs cnucka MopTOB M UX MapaMeTpoB WUCMONb3yhTe KHomnku "[o-
6aButb...", "MIaMeHUTb..." 1 "Yaanutb" (CM. pUCYHOK BbILLE).

BHuMaHue! o ymMonyaHuio B CO34aBaeMOM BMPTYyasZibHOM KOMMyTaTope 6yayT
aBTOMATMUYeCKWN CO34aHbl NapHble CBA3M MeXAY KPpMAITOKOMMYTaTtopamu, Ybm Nop-
Tbl BXOAST B ero coctas. Ecnm Heo6xoaMMo N3MeHUTb NapHble CBA3W, yaanuTe co-
OTBETCTBYIOLLYIO OTMETKY B HWXHEW 4YacTu OKHa (CM. PUCYHOK BbIWE) U
yCTaHOBUTE MNapHble CBSA3U Bpy4HYylo (06 yCTaHOBSIEHMN MapHbIX CBSA3EW Bpy4-
HYIO CM. CTp. 26).

7. MNpun HeobxoanmmocTn 3aaaTb ctatnyeckme MAC-aapeca HaxmuTe KHonky "MAC-
aapeca", pacrnosioXXeHHyto cnpaBa (CM. pUCYHOK BbiLLE).

Ha skpaHe nosasuTcsa okHo "YnpasneHne MAC-agpecamu”.

B neBoi yacTv OKHa pacrofioXeH CrMCOK MOPTOB KOMMYTALWUW BUPTYaNbHOMO
KoMMyTaTopa. B npaBoii yacti okHa — cnucku MAC-aapecoB, Ha3HauYeHHbIX Nop-
TaM KOMMYyTaLuu.

8. [nsa Ha3HauyeHus MAC-aapeca BblbepuTe B CMUCKE MNOPT KOMMYTaLMN U HAXMUTE
B MaHeNn MHCTPYMEHTOB KHOMKY "[lo6aBuTb cTaTuveckmin agpec”.

Ha skpaHe nosBUTCS OKHO, NpeaHa3HayvyeHHoe aAn4 seoga MAC-aapeca.
9. Beeaute MAC-agpec n HaxmuTe KHonky "OK".

BeeaeHHbI aapec 6yaet nobasneH B cnvcok MAC-aapecoB BbIGpaHHOro nopra
KOMMYyTaLuK.

10.3apanTe BCce HeobxoanMble cTaTuyeckme agpeca (cMm. nn. 8, 9) u HaxxmMmMTe KHon-
Ky "3aKkpbITb".

OkHo "YnpasneHue MAC-agpecamn" 3akpoeTcs.

11./1n9 coOXpaHeHUs HaCTPoeK HaXMUTe B OKHe "BupTyanbHbll KOMMyTaToOp" KHOM-
Ky "OK".
OkHO "BupTyanbHblil KOMMyTaToOp" 3aKpOeTCs, U B CMUCKE BUPTyasibHbIX KOM-
MYyTaTOPOB NOSIBUTCS HOBbI 06BbEKT.
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CueHapvwl nPpUMEeHeHNA KpUNnToKoMmMmyTaTopoB

C KpunToycKopurtesnem
B naHHOM noapa3aene npuBeaeHbl CLEHAPUN NMPUMEHEHUS KPUNTOKOMMYTaTOpPOB B
cetax L2VPN.
CueHapui 1

Ha pucyHKe HuXe npeacTaB/ieHa CXemMa NoAKIoYeHNs KpunTokoMMyTaTopos KK 1 v
KK 2 Kk cTOpoOHHeMY 060py/iI0BaHM1IO C arperMpoBaHHbIMU MHTEpdencamm.

————————— _
" BHpTyaNGH A KeMMyTITAR 1

/ nopret: KK 1 - cal, KK 2 - caz “—»___\\\

———
/ BupTyansusi wammyTatap 2 \

nopre KK 1-cad, KK 2 - cad

: lagg! lagg
togg laggl athb ethl e

e wan20 trunk trunk ety 1220 BHEHME
ol .. P mﬂ,{‘N.wanlc-,-.-luzu fvlan10, vlanzo) ~ [ Zzzem [T |
1 2.2.2,0{24 (] - . th3 S eal |

-5 Tarf S Ny N
A\ . . 1110/ 8
- oA e Tz atht gb0 -\\w a3
W1 \ghtl wlanl0 eths

sw3 vlanid

wlanil L

1110424

Ighd
B i
Igh1
Byt peHHnE
,%_\!'-\”'
L LUTEaT

‘@._m»-

MY LyE

KpuntokommyTaTtopbl KK 1 1 KK 2 BHyTpeHHUMWN MHTepderncamm noAKIYEHbl CO-
OTBETCTBEHHO K KOMMyTaTopaM SW 1 n SW 4 c arpernmpoBaHHbIMK MHTepdencamm
laggl.

BHyTpeHHUMM uHTepdericamn KK1 n KK 2 aenatotrca nopTel KpynToyckopuTenemn
ca2 u ca3. MNpu HacTporke nHTepdencoB KpMNTOKOMMYTaTOPOB TMN ca2 u ca3 aon-
XeH 6bITb 3agaH Kak "lNopT kpunToKoMMyTaTopa”.

B kayectBe BHeWHUX WHTepdelicoB kpuntokommytatopoB KK1 u KK2 wuc-
NONb3YlTCA NOPThl KpunToyckopuTtenel cal n cal, arperMpoBaHHble B Ornyeckmne
nHTepdelicol laggl.

Ons ceasm ¢ LUYC B KpunTOKOMMyTaTopax ucnonb3ytoTca noptbl Igb0. Tun umH-
Tepdelica y 3Tux nopToB A0OJIXKEH UMETb 3Ha4YeHue "He onpeaenen”.

Pabouee mecto agMuHuctpaTtopa (MY LUYC) pacnonoxeHo B noacetu, 3awuiaemon
KW c bycC.

Ons pabotbl L2VPN Heob6xoauMo co3aaTth ABa BMpTyasbHbIX KOMMyTaTopa. B nep-

Bblll BMPTYyalbHbIA KOMMyTaTOp Heo6XoAMMO BK/OUYMTL MOPTbl Ca2 Kpwun-
TokommyTaTtopos KK 1 n KK 2, Bo BTOpor — nopThl ca3.
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CueHapui 2

JaHHbIN cueHapuii OTAIMYaeTcs OT cueHapus 1 arperMpoBaHMeM BHYTPEHHUX WH-
Tepdericos kpuntokommyTaTopoB KK 1 1 KK 2 (cM. prcyHOK Huxe).

—

B Tya b bidt KommyTaTop 1
nopi: KK 1- lagg2, KK 2 - lagg?

| leggt athe etht laggl laggl
gl it trunk trunk ethy viar2d BHRLHAA cap ""\ lhag?  laged
snewrini hﬂ&vlanlﬁ Vian2g wian1o, vian20) <P S T o708 [ w2 B
2.2.2.0/24 (] ._.\.3 cal 1 T
ethi 012 [ | >
_ L1
| hE .
R E T athd W et ighd B ca3 <
danio e sw3 vanl0 ~ W4
ianio HE 2
L1.1.0/24
Ighd
BrewHai
Ight
BrryTpeHHMl
40l
e .
et KW uyc

&

ny uye

NHTepdelicbl ca2 u ca3 kpuntokomMmyTatopoB KK 1 u KK 2 obbeamHeHbl B No-
rmyeckmin nHtepdelic lagg2.

Mpn HacTpoike nHTepdencoB KpUNTOKOMMYTaTOpPOB TUM JIOFMYECKOro nHtepdenca
lagg2 pomxeH 6bITb 3ag4aH Kak "MopT kpunTokoMMyTaTopa".

Ons pa6oTtbl L2VPN Heo6xoanMo co3aaTth BUPTYasbHbIA KOMMYTaTOp, BK/IHOUYAOLWMA
B cebsa nopTbl lagg2 kpuntokommyTaTopoB KK 1 1 KK 2.

CueHapun 3

Ha pucyHke HuXe nokasaHO MOAK/YEeHWE CTOPOHHero o6opyaoBaHUS K BHY-
TPeHHUM MHTepdencam ca2 un ca3 kpuntokoMmyTaTopoB KK 1 n KK 2. CTopoHHUM
obopyaoBaHueM MoOXeT 6biTb, HAaNpMMep, KOMMYTaTop, MapLpyTn3aTop, XoCT U T. M.

—_—
BUpTyaneHEIA kammyTatap 1
napre; KK1-cal, KKi-ra2

BupTYaneHeIl KoMayTaTap 2
napres: KK 1-cad, KK2-cad

athé athl

laggt laggl

laggl laggl trunk trunk -.-Ian?l.'l L]
wan20 [vland, vian20] “th’ cs0
can_ Hewi . athil {lan1, vlan20} J sao0mh L
0B O—zzzirm '-'l'-3 el
al
‘ - - hE- — 1110 —!—.
 iana— =tha gl . =
I ianld g3 vianid |
b0 HH2

1.1.1.0/24

lgbd

s Hu
Igh1
BHYT peHHM
HYT glﬁw
B

Ll
@,\‘3’?—.\ R C LR

Y LUye

Mpu HacTpoike kpuntokoMmyTaTopoB KK 1 n KK 2 nHtepdeicam ca2 n ca3 Heob-
X0AMMO 3a4aTb Tun "MopT KpunToKOMMYyTaTopa".

AMNKL "KoHTMHeHT". Bepcus 3.9 52
PykoBoacCcTBO agMMHMUcCTpatopa. Hactpoitka VPN



© KOMMAHWA "KOL BE3OMNMACHOCTN"

MopTbl ca2 BXOAST B COCTaB BUPTyasibHOro KOMMyTaTopa 1, a nopTbl ca3 — B cocTaB
BUPTYyasibHOro KOMMyTaTopa 2.

MoakntoyeHne KpMNTOKOMMYTaTOPOB K KOMMYyTaTopaM SW2 u SW3 Takoe xe, Kak u
B NpeAblayLmX CueHapusax.

CueHapui 4

Ha pucyHke HMXe npeacTaBsieHa cxeMa NoAK/IUYEeHNS KpMNTOKOMMYTaTOPOB K CTO-
poHHeMy ob6opyaoBaHUIO, NogaepxueBatowas pabotocnocobHocTe L2VPN B cnyuyae
BbIX04a M3 CTPOS Kakoro-snmbo ceTeBOro yCTpOMCTBA, y4yacTBYlOWeEro B nepeaave
Tpaduka Mmexay SW1 n SW6.

B b b HOMAMYTATED 1
napTe HK1-ca2, KKZ2-cad

ath3 ethi} 53 laggl

lagg’

trunk trunk athy ¥land BHEWHAA _ o
{vlan10, vlian2Q| {wlanld, vian20} (. ~ 1 G ]
i wthi = eal
ethd

sl |
wan10 1gbd

trunk
[wlan10, vlan2o) [vlanld, vian2d) HHKZ 0, laggl
|
|
eth? | @
athe trunk -

|
laggl laggl A
leggl leggl  julani0, wlan2o] wrunk [vlanid, vian2®) tha vlano R J}(; SWe
- -~

cal) BTN wlan2d athi fulanid, vian2d <, BRI o
LI ", T 2.2 | a2
U k ethl ™ ‘ ey =t cal
___ trunk e Lllofza——
T ethd 7 iy

1110 e (vlan10, vlan20) s Mlanid Igh

Wan10 feths
& wlamll

4

ry
r.u' 1.1.1.0/24

Sigbo
Ight [T
BeyTpessil
[
50

g __-un-*&‘ Kl ¢ LYC

KpuntokommyTaTopbl KK 1 1 KK 3 BHYTpEHHMMU MHTEpdEcaMm ca2 NOAKIOYEHDI K
arpernpoBaHHoMy WuHTepdeicy laggl ycrtpoictea SW1. AHanormyHo Kpwun-
TokoMMyTaTOpbl KK 2 n KK 4 nogkntoueHbl kK SW6.

BgTyancs piid #OmMBYTATED 2
nopre: KK3-caZ, KHd-cal

Tun nHTEepdENCcoB ca2 KpNTokoMMyTaTopoB — "MopT KpunTokoMMyTaTopa".

NHTepdelicbl cal n cal KPUNTOKOMMYTATOPOB arperMpoBaHbl BO BHELWHWN WH-
Tepdeiic laggl n nogknoueHbl K arpermpoBaHHbIM MHTEpdEeicam ycTponcts SW2-
SW5.

MopTbl ca2 kpuntokoMmmyTaTtopoB KK 1 n KK2 BXxoaaT B cOCTaB BUPTYaslbHOrO KOM-
myTatopa 1. MopTbl ca2 kpuntokomMmyTaTopoB KK 3 n KK4 BxoaaTt B cocTtaB BUpP-
TyaslbHOro KOMMyTaTopa 2.

Mpwn BbiIxoAe U3 CTPOS KaKoro-mbo M3 yCTPOMCTB, OTHOCALMXCA K BUPTyasnbHOMY
KOMMYyTaTopy, Becb Tpaduk mexay SW1 n SW6 nepeHanpaBnsieTcs Ha YCTPOMCTBa,
OTHOCSLUMECS K APYFOMY BUPTYyasibHOMY KOMMyTaTopy.
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NMpunoxeHune

Mepexoa K MeHI0 NoKanbHOU HAaCTPOUKN NapamMeTpoB cCeTeBOro

yCcTpoMucTBa
1.

OTKpOWTE rMaBHOE OKHO fIOKasbHOro ynpaBieHUs CeTEBbIM YCTPOMCTBOM. [ns
3TOro Heo6X0AMMO HaxaTb KaBully <Enter> B KOPOTKMIA NPOMEXYTOK BPEMEHM
nocne nepesarpysku ysna.

1: BaBepmwenme pa6oT

I[lepesarpyska

Ynpaenenmne KoHOuIypaumen
HacTpoiika 6eSBonacHoOCTH

Hacrpoimka CJi <boyHKIMST HemZoCTymHa>
TecTupoBaHMe

Brxoxn

Bri6epuTe nyHKT MeHBO (0-6) :

ocould WD

Beeaute HoMep KoMaHAbl "YnpaBneHune koHdUrypaumen" n HaxmuTe Knasully
<Enter>.

Ha akpaHe nosBUTCS MEHIO /IOKasIbHOM HAaCTPOWKM NapaMeTpoB CETEBOrO YCTPOit-
cTBa.

1: CoxpaHeHme KOHOMUIypauum

Barpyska koHOurypauumn

NsMeHeHme agpeca axTmeBHOro ILYC

Hacrpoiika PPPOE-coeamMHEeHUn

Hacrponka umbpoBamms

Hacrpoika ¢parMeHTaumm

HacTpoiyika KOMMYyTaLuu

HacTpoiika OTiafoYHOTI'O XypHaja

9: HacTpoMka JocCcTyna yHaJIeHHOT'O TepMMHajla

10: HacTpowka pexmMa perpaHciuaTopa DHCP (replace)
11: Bmxmouenme Agent relay information (ommmm 82) ma DHCP-
peTpaHcaaTope

12: YcraumoBuTe I[I0 KPMOTOYCKOPHTENS

0: Bmxon

BriGepuTe nyHKT MeH0 (0 - 12):

0o Jdo Ul dWN

MpocMmoTp cBeaeHUNn 0 COCTOAAHMM KaHanoB

B rnaBHOM OKHe nporpaMmsbl yripaBjeHNa MOXHO MPOCMOTPETbL TEKYLLEe COCTOAHUE
VPN- KkaHanoB KoMMnekca, a TaKXe COCTOSAHWEe KaHasioB onpeaeneHHoro Kpwun-
TOoWwHO03a.

Ana npocMmoTpa CBeleHUI 0 KaHaJlax KOMMJieKca:

B rnaBHOM OKHe nMporpamMMbl ynpasfieHUs B NaHenn HaBurauum Bbibepute pas-
aen "LleHTp ynpaBneHus ceTbio".

B obnactn otobpaxeHuns nHpopMaumm NoSBATCSA CBeAeHus o coctosiHum VPN-ka-
HanoB:

e obuee KonMyecTBo pabounx n Hepaboumx KaHanoB.;

° CMUCOK KPpUNTOLWTK30B C YKasaHMeEM ANnSd KaXAoro m3 HMUX napHbixX CBA-
3eMn, a Takxke paboumx n Hepaboumx KaHasnoB.
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Texylee BpeMa LLYC Cratyc LLYC CTaTyc CMHXpOHKM3aLun LIYC

12 18 AKTUBHbIN OK

22 Mapr 2018 (UTC)

Tekyllee COCTOAHME

YcTpoMCTBa 1 4 5
KaHansl VPN 4 2

YeTpoMcTea co ctatycom HCJ 1

CocroAHWe kananoe VPN

Nowce [ Bocanre nammenosan..] Copruposka|Crany araros VPN (noyoweawne) v [ |[][M]

OKW clyC B
(YKL 1
("KL 2

& KL 1
(@KL ¢ LLYC
(®\KLI 2

@K 2
(MKW ¢ LYC
(WYKL 1

e

PaboTatowme n HepaboTarowme KpUNTOLUIO3bl M KaHasjbl MOMeYalTCs MUK-
TOrpamMMaMm 3e/1IeHOro M KpacHOro LBeTa COOTBETCTBEHHO. KpunToLwnto3bl ¢ pa-
604nMKn M HepaboumMm KaHaaMu NOMeYaTCa NMMKTOrPaMMOWM XeNToro LBeTa.

B cnucke KpWMTOLUMIO30B MPeayCMOTPEHbl MOWCK MO HauMMEHOBAHUIO U COp-
TMpOBKa Mo y6biBaHUIO UK BO3pacTaHuUIo cTaTyca. loa cTaTycoM B AaHHOM Cy-
Yyae NoHMMAaEeTCs KONIMYECTBO Hepaboumnx KaHanos.

Ansa npocMoTpa cBeAeHU 0 KaHaslaxX KpunTow3a:
1. B cnncke KpunTOLWIO30B BblibepuTe yCTPOMUCTBO.

B f0NONHUTENBHOM OKHE 0TO6pasAaTCcsA CBEAEHMS O BbiIBpaHHOM ycTpolicTee (co-
CTaB CBEMIEHMNIN 3aBUCUT OT HACTPOEK UHTepdeica NporpaMMbl yrnpasneHus).

2. B pononHuTenbHoM okHe nepenamTe Ha Bknagky "CoctosHme KLU" v npu Heob-
XOANUMOCTU HaxxmMuTe KHonky "KaHan VPN" B naHenn NHCTPYMEHTOB.

JEWwMe ceegeHUA f: KaHan WAN m Mo WHTepderam

E Knacrep EE KaHan VP

CeegeHna KaHanw CTaThoTrka

B nononHUTENbHOM OKHe NosIBATCA cBeaeHuns o kaHanax VPN.
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AononHuTensHo KOHTHHEHT - TnasHER agmuHncTpatop - KLU ¢ LYC

[naeHan Bug CocroaHue KLL/KK

I:D OBWmKe cBejeHHA (:; Kanan WAN m Mo uHTepdeicam

E Knacrep EE KaHan VPN
CeeaeHnA KaHansl CTatmcTuea
Kpuntorpadmyeckne wnmwso
HazsaHne Onvcanne YacTHeit peskum | CocToRHue HCO NAT KnacTep | Multi-WAN Kanane: VPN| CIO H
2 okwa KW nowansHom cemd Punu... OmcmoueH (He e... RT
dr kuwz KW nokansHoi cemd Panu... Omcnioued RT
| i KllcUYC Klll ¢ LIYC uentpansHoro o... Brnoden [%] ORT

CoctoaHue KLL

KaHanbl VPN
CeAzb Kon-eo HepaBoTocnocoBHLIX KaHaNoE EpemA oTkaza
KL € LYC <-> KLU 1 1 Bonswe cyToK
KL € LYC <-= KLU 2 1 Bonelwe cyToK

Mpumeyanme. Kpome cBeAeHMIM 0 kaHanax B AOMONHUTENBHOM OKHE MOTYT 0ToOpaxaTsCs Apyrue cee-
[EeHs B 3aBUCUMOCTM OT HaXaTblX KHOMOK B NaHEeN! MHCTPYMEHTOB.

B pasgene "KaHanbl VPN" oTo6paxaeTcs cnmcok napHbix cBs3eln gaHHoro KL ¢
yKa3aHueM KonmyecTBa HepaboTocnocobHbIX KaHanoB AN Kaxaolh U3 HUX 1 Bpe-
MeHW OTKa3a.

BuptyanbHas agpecauus

Ona obecneyeHns BO3MOXHOCTU obMeHa MHdopMauuer no 3aluLeHHOMY KaHany
Mexay rnepecexkarmLmMmncs noaceTaMu, 3awmweHHbIMn pasHbiMm KLU, ncnone3syetcs
MexaHW3M BMpPTYyanbHON agpecaumu.

OTnpaBuTento W nosyyaTento, HaxoAsaWMMCA B MNepeceKkalwwWwnxcs noaceTaX 3a
pa3HbiMn KLU, Ha3HayaloTca BUPTYyasbHble aapeca.

OTnpaBuTeNb OTCbINIAET NakeT CO CBOEro peasibHOro agpeca Ha BUpPTYyalbHbI agpec

nonyyatensa. MNpu atom KLU oTnpaButens nepes 3aliMdpoBaHWEM 3aMeHsIET pe-
anbHbI afipec oTNPaBUTENS Ha BUPTYasbHbIN.

B 3awundpoBaHHOM NakeTe agpeca oTApaBUTENs U NoSlydYaTens — BUpPTyasibHble.

KLl nonyuatens nocne pacwudpoBaHMa 3aMeHsieT agpec nofiydaTtensa Ha pe-
anbHbliA. B pe3synbTaTe nakeT NpUXoAMT Ha peasnbHblii aapec nonydvaTens C BUp-
TyasibHOro afipeca oTrnpaBuUTenNs.

[Ons HacTpoOMKW CXeMbl C MPUMEHEHUEM BUPTYasbHOM agpecaunn Heobxoanmo Ans
KaxAoln napbl OTNpaBuTeNb — MojlydaTeNb Ha3HauyuTb BUPTyasnbHble agpeca. Bup-
TyasbHbIN agpec OoTnpaBUTeENa WM nojydaTtens HasHavyaeTcs XOCTy WUAW NOACETH,
KOTOpble ABASIOTCA 3aperncTpupoBaHHbIMU CETEBLIMU 06beKTaMu.

Ha3HauyeHMe BUPTyalbHOrO agpeca ceTeBOMYy 06bEKTY OnMcaHO B npoueaype co-
30aHusa ceTeBoro obvekTa (cM. cTp. 16).

YBenu4yeHue nponyckHon cnocobHoctu VPN-kaHana

B naHHOM pa3sgene npueeneH npuMep ncnosnb3oBaHus gepmbl KLU ansa ysennyenms
nponyckHou cnocobHocTn VPN-kaHana no cxeme "touyka-Touka".

Ha pucyHKe HMXe nokasaHbl Ase 3awmuaemole cetn 3C 1 n 3C 2.
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WHTepHer

B kak4on 3awmniaemMorn ceTm ycTaHaBIMBaloT No 04MHAaKoBoM epMe. Harpyska pac-
npenensietca mexay KL B depme. depma coctonT n3 Heckonbkmx KLU u 6a-
NIAHCUPOBLLMKA, pacnpeaenstowero nakeTbl U3 3alULLEHHON CETU MeXAy AaHHbIMU
KW no anroputmy Round Robin. Konuuectso KLU onpeaensietca TpebyeMoit npo-
nyckHow cnocobHocTbio VPN-kaHana.

Ha pucyHke B 3awmwaemon cetn 3C 1 yctaHosneHbl KWW 11 n KW 12, 8 3C 2 — co-
otBetcTBeHHO KLU 21 v KL 22.

B kauecTtBe 6anaHcmpoBLIMKa MOXET 6biTb MCMOb30BaH A0NOAHMTENbHbIN KLU B pe-
»xunme Multi-WAN "BbanaHcupoBka Tpaduka" (cm. [3], "BanaHcmpoBka Tpaduka mex-
Ay BHEWHWUMU UHTepdencaMm ceTeBoro ycTponctea'). TakXxe BO3MOXHO
ncrnonb3oBaHue 6anaHcnpoBlmnkos Tuna RR-DNS, L3/L4.

KW 13 pa3HbIX ceTel NOAAEPXWUBAKOT CBA3b MOMAPHO MO HenepeceKawLWnMcs
KaHanam.

Mcnonb3ytoTca cneaytoumne nHTepdeincs!:

KL 11

BHelwHWM EmO 12.42.96.127/24
BHyTpeHHWUI Em1 10.0.1.1/24
KLl 12

BHelwHWM EmO 12.42.94.172/24
BHyTpeHHWUI Em1 10.0.2.1/24
KLl 21

BHelwHWM EmO 140.22.86.6/22
BHyTpeHHUI Em1 192.168.1.1/24
KLl 22

BHewwHmn EmO 121.222.165.56/16
BHyTpeHHUI Em1 192.168.2.1/24

BanaHcumpoBwmk 3C 1

Em O 10.0.0.1/24
Em 1 10.0.1.2/24
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Em 2 10.0.2.2/24

BanaHcupoBlmnk 3C 2

EmO 192.168.0.1/24
Em1 192.168.1.2/24
Em 2 192.168.2.2/24

Ans HacTpoku pepMmbl LIIO30B:

1. CoszpaiTe cneaytowme ceteBble 06bEKTbI:

CeTeBble 06beKTbI C BUPTYasibHbIMU agpecamu

NapameTtp CeT. 06bekT 1| CeT. 06bekT 2| CeT. 06BbekT 3| CeT. 06bEKT 4
Ha3sBaHue 3CKLW11 3CKLW12 3CKW21 3CKLW22
Twun nepegauun Unicast
AaHHbIX
OnucaHve Sawmwaemas Sawmwaemas Sawmwaemas Sawmwaemas

cetb KLLI11 ceTb KLLI12 ceTb KLLI21 ceTb KLL22
IP-apgpec 10.0.0.0 192.168.0.0
Macka 255.255.255.0
Twvn NpmnBA3KK 3awmwaemoi
KpunTownio3 KLl11 KL12 K21 KL22
NHTepderic Em1
TpaHcnaums [a
ajpeca BHyTpu
VPN
BupTyanbHbin 173.17.2.0 173.17.3.0 173.17.0.0 173.17.1.0
aapec
Macka 255.255.255.0
Perncrpauuns OnpepenseTtcs nHTepdencom

CeTeBble 06beKTbI C peanbHbIMW agpecaMu

Mapamertp Cet. 06bekT 5| CeT. 06bekT 6| CeT. 06beKkT 7| CeT. 06bEKT 8
HasBaHue BC KLU11 BC KLL21 BC KLL12 BC KLL22
Tvn nepenaum Unicast
AaHHbIX
OnucaHue BHyTpeHHsASA BHyTpeHHsASA BHyTpeHHSASA BHyTpeHHSASA

ceTb KLL11 cetb KLLI21 ceTb KLLI12 ceTb KLLI22
IP-agpec 173.17.2.0 173.17.0.0 173.17.3.0 173.17.1.0
Macka 255.255.255.0
Tvn NpuBA3KKN BHyTpeHHWUI
KpunTtownto3 K11 K21 K12 K21
NHTepdeiic Em1
TpaHcnaumsa agpeca HeTt
BHYTpu VPN
Perncrpauuns Onpegensetca nHTepdencom

AMNKLI "KoHTMHeHT". Bepcus 3.9
PykoBoACTBO agMUHUCTpaTopa. HacrTpoiika VPN

58



© KOMMAHWA "KOL BE3OMNMACHOCTN"

2. Co3paliTe cnepyolwmne npasmna punbTpaunn:

Mpas.. Mpas.. dunbT. | Mpae. dunbt. | Mpas. dunbT.
Napamerp cdbunbr.1 2 3 4
Ha3sBaHune no11>21 no21>11 noi12>22 noe22>12
OnucaHve Mpasuno Mpasuno Mpasuno Mpasuno
bunbTpauum bunbTpauum dbunbTpauum dbunbTpaunm
11>21 21>11 12>22 22>12
OTtnpasutenb 3CKLW11 3CKLW21 3CKLW12 3CKLW22
NHBepcusa agpeca HeTt
oTnpasuTens
MonyuaTtenb 3CKLW21 3CKLW11 3CKLW22 3CKLW12
MHBepcua agpeca Het
nonyvaTtens
CepBuchbl Jo6oi TCP, Nio6on UDP, Jo6or ICMP
Oencrteune Mponyctntb
BpemeHHoOl MocTosHHO
MHTepBan

Knacc Tpaduka

HopmanbHbIi

Perncrpauus OnpepenseTcs UICTOYHMKOM/NoNyyYaTenem
KoHTponupoBaTb Oa

cocTosiHne

coeauHeHUs

3awmTa ot DoS-aTtak Het

MpuUMeHUTL 1 [a

3aBepLwnTb

obpaboTky

OTK/IOYEHO HeTt

3. Cos3ganTe cnegytowme npasuna TPAHCAALMN:

Napamerp Mpas.. TpaHc. | Mpas. TpaHc. | MpaB. TpaHc. | lpaB. TpaHc.
1 2 3 4

YcTponcTteo KLli11 K21 KLW12 KL22
Ha3BaHue nTi1 nr21 nriz nr22
OnucaHve Mpasuno TpaHcnaumm 1:1
HanpasneHue 1:1
NcToYHMK BC KLU11 BC KLU21 BC KLU12 BC KLLU22
MonyyaTtenb 3CKW11 3CKW21 3CKLW12 3CKLW22
NHTepdeiic Em1
BpemeHHoOW [MocTosiHHO
MHTEepBan
Knacc Tpadmka HopManbHbI
Perncrpauuns OnpepenseTcs UCTOYHUKOM/NonyyaTenem
TpaHcnsuunsa 192.168.0.0 10.0.0.0 192.168.0.0 10.0.0.0
aapeca 255.255.255.0 | 255.255.255.0 | 255.255.255.0 | 255.255.255.0
MUCTOYHMUKA...
M3MEHUTb Ha
OTKNIOYEHO HeTt

4. YcrtaHoBuTe napHble cBa3m K11 -- KLWLW21 n KLW12 -- KLW22.
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JokymeHTauumaA

1.

2,

10.

AnnapaTHO-NporpaMMHbIA KOMMIeKC wndposaHmsa "KoHTuUHeHT". Bepcus

PykoBOACTBO agMUHUCTPaTopa. MNpuHUMnbl GYHKUMOHUPOBAHMWS KOMMJIEKCa.

AnnapaTHO-MporpaMMHbIA KoMnnekc wudpoBaHus "KoHTMHEHT". Bepcus
PykoBoacCTBO aAMUHUCTpaTopa. BBoA B akcnyaTaumio.

AnnapaTHO-NporpaMMHbIA KOMMeKC wndposaHmsa "KoHTuHeHT". Bepcus
PykoBoacTBO agMMHUCTpaTopa. YnpaBieHne KOMMIEKCOoM.

AnnapaTHO-MporpaMMHbIA KoMnnekc wudpoBaHus "KoHTMHEHT". Bepcus
PykoBoAcCTBO agMMHUCTpaTopa. MexceTeBoe aKpaHUpoBaHue.
AnnapaTHO-NporpaMMHbIA KOMMEKC wndposaHmsa "KoHTuUHeHT". Bepcus
PykoBoactBo agMmHucTpaTopa. CeTteBble QyHKUMN.
AnnapaTHO-MporpaMMHbIA KoMnnekc wudpoBaHus "KoHTMHEHT". Bepcus
PykoBoacTtBo agMmnHucTpaTopa. Hactpoiika VPN.
AnnapaTHO-NporpaMMHbIA KOMMeKC wndposaHmsa "KoHTUHeHT". Bepcus
PykoBoacTBO agMuMHUCTpaTopa. AyauT.

AnnapaTHO-MporpaMMHbIA KoMnnekc wudpoBaHus "KoHTMHEHT". Bepcus
PykoBoacTeo agMmHucTpaTopa. Cepsep gocrtyna.

AnnapaTHO-NporpaMMHbIA KOMMeKC wndposaHmsa "KoHTUHeHT". Bepcus
PykoBoacTBO agMuHucTpaTopa. KnneHTt ayteHTndumkaumm nonb3osaTtens.

AnnapaTHO-MporpaMMHbIA KoMnnekc wudpoBaHns "KoHTMHEHT". Bepcus
PykoBoacTBo agMmnHuUcTpaTopa. HacTpoiku n ncnonb3osaHue SNMP.
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